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batchOverflow

https://medium.com/@peckshield/alert-new-
batchoverflow-bug-in-multiple-erc20-smart-contracts-
cve-2018-10299-511067db6536

Knaccuka nepenosiHeEHUS
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Haha, classic

function batchTransfer(address|] _rs, uint256 _v) ... {

uint256 amount = uint(_rs.length) * _v;
balances[msg.sender] = balances[msg.sender] - amount;



JlekapcTBO

e Ad-hoc npoBepka:
uint256 amount = uint(_rs.length) * _v;
require(@mount > _v),

e bnbnnoTekn ¢ KOHTPONEM NepenoTHEHNS

https://qgithub.com/OpenZeppelin/openzeppelin-solidity/blob/master/contracts/math/SafeMath.sol

using SafeMath for uint;

uint256 amount = uint(_rs.length).mul(_v);


https://github.com/OpenZeppelin/openzeppelin-solidity/blob/master/contracts/math/SafeMath.sol

CtaHOapTHbIe peann3auunmn

e BmecTe ¢ EIP 06blyHO nybnnkyeTca kon

e EIP He kacaeTca peannsauyunm, aTo TONbLKO
OOroBOpPEHHOCTb 06 NHTEpdence

e Bcerpga npoBepsinTe NCNoONb3yeMbIN KOL

e bubnmnoteka peweHunn zeppelin-solidity



zeppelin-solidity

MIT license

https://openzeppelin.org

https://qgithub.com/OpenZeppelin/zeppelin-solidity/

~$ git submodule add http://github.com/OpenZeppelin/
zeppelin-solidity contracts/zeppelin-solidity


https://openzeppelin.org
https://github.com/OpenZeppelin/zeppelin-solidity/
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What’s in the box?



Ownable

contract Ownable {
address public owner;
event OwnershipTransferred (...
function Ownable() public { ...

modifier onlyOwner() { ...

function transferOwnership(address newOwner)
public onlyOwner { ...



Claimable

contract Claimable is Ownable {
address public pendingOwner;

modifier onlyPendingOwner() { ...

function transferOwnership(address newOwner)
onlyOwner public { ...

function claimOwnership() onlyPendingOwner public {...

}



Contactable
(3auem?)

contract Contactable is Ownable {
string public contactinformation;

function setContactinformation(string info) onlyOwner public {
contactinformation = info;

}



Basicloken

Peannsaumna ERC20Basic, ERC20Basic < EIP20

function totalSupply() public view returns (uint256);
function balanceOf(address who) public view returns (uint256);

function transfer(address to, uint256 value)
public returns (bool);

event Transfer(address indexed from,
address indexed to, uint256 value);



StandardToken

StandardToken is ERC20, BasicToken

function allowance(address owner, address spender)
public view returns (uint256);

function transferFrom(address from, address to, uint256 value)
public returns (bool);

function approve(address spender, uint256 value)
public returns (bool);

event Approval(address indexed owner,
address indexed spender, uint256 value);



MintableToken

e function mint(address _to, uint256 _amount)
onlyOwner canMint public
returns (bool) {...

e function finishMinting()
onlyOwner canMint public
returns (bool) {...



CappedToken

e contract CappedToken is MintableToken

e function mint(address _to, uint256 _amount)
onlyOwner canMint public returns (bool)
{
require(totalSupply_.add(_amount) <= cap);
return super.mint(_to, _amount);

}



Crowdsale

function Crowdsale(
uint256 _rate, address _wallet, ERC20 _token)
public { ...

function () external payable { ...

function buyTokens(address _beneficiary)
public payable { ...

event TokenPurchase(
address indexed purchaser,
address indexed beneficiary,
uint256 value, uint256 amount);



Ha yTto obpaTtuTtb
BHUMaHue?

e He ownable
e [OKEH HE ABNAETCHA YaCTblO KOHTpaKTa

e PaclunpsieTcsa yepes nepeonpeneneHme
BHYTPEHHUX DYHKLNN




KaK pacLumpsiTb?

DurnHannsayms
BpeMeHHble orpaHnyeHuns

Hard cap
MaKCuManbHOE KONMYECTBO MNPUBIEYEHHbIX CPEOCTB

Soft cap
MUHUMaNIbHOE KOMYECTBO NMPUBJIEYEHHbIX CPEACTB

Whitelist

[loBbllatoLasica LeHa



