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1 Ââåäåíèå

1.1 Âèðòóàëèçàöèÿ

Ìîæíî äàòü íåñêîëüêî îïðåäåëåíèé âèðòóàëèçàöèè:

• Âèðòóàëèçàöèÿ � ñîçäàíèå îáúåêòà, ïîäîáíîãî äðóãîìó îáúåêòó. Ïðè÷åì âòîðîãî íå ñóùåñòâóåò

• Âèðòóàëèçàöèÿ � ïðåäîñòàâëåíèå ÷åìó-ëèáî îæèäàåìîãî âû÷èñëèòåëüíîãî êîíòåêñòà, â òî âðåìÿ

êàê òàêîãî êîíòåêñòà â äåéñòâèòåëüíîñòè íå ñóùåñòâóåò èëè îí ñèëüíî îòëè÷àåòñÿ îò îæèäàåìîãî

Øèðîêî ðàñïðîñòðàíåííûì ïðèìåðîì âèðòóàëüíîãî êîíòåêñòà â âû÷èñëèòåëüíûõ ñèñòåìàõ ÿâëÿåòñÿ

ïîíÿòèå ïðîöåññà. Ðàññìîòðèì îñíîâíûå ñâîéñòâà ïðîöåññà:

• Ïðîöåññ íå âèäèò èçìåíåíèÿ ñîñòîÿíèÿ ïðîöåññîðà, âûçâàííûå ïàðàëëåëüíî ðàáîòàþùèìè ïðîöåñ-

ñàìè.

• Ïðîöåññó äîñòóïíû 4 Ãá ïàìÿòè íà ìàøèíàõ ñ 32-õ ðàçðÿäíîé øèíîé àäðåñà.

• Ïðîöåññ íå èìååò äîñòóïà ê ïàìÿòè äðóãîãî ïðîöåññà.

Ïåðå÷èñëåííûå ñâîéñòâà ïðîöåññà íå ðåàëèçóþòñÿ ðàñïðîñòðàíåííûìè òèïàìè ïðîöåññîðîâ è ïàìÿòè.

Îáû÷íî óïðàâëåíèå ïðîöåññàìè áåðåò íà ñåáÿ îïåðàöèîííàÿ ñèñòåìà (ÎÑ). Ïðîöåññ íå ñóùåñòâóåò, îí

ÿâëÿåòñÿ ïðîãðàììíîé ìîäåëüþ, ðåàëèçàöèÿ êîòîðîé âî ìíîãîì íå îãðàíè÷åíà. Íàïðèìåð, âìåñòî òîãî

÷òîáû äåëèòü ïðîöåññîð îäíîé ìàøèíû ìåæäó âñåìè ïðîöåññàìè, ìû ìîãëè áû çàïóñêàòü êàæäûé ïðîöåññ

íà îòäåëüíîé ìàøèíå è çàíèìàòüñÿ ëèøü âûáîðîì òîãî íà êàêîé ìàøèíå çàïóñòèòü ñëåäóþùèé ïðîöåññ.

Ïðèìåð ñ ïðîöåññàìè ïîêàçûâàåò, íàñêîëüêî ãëóáîêî âîøëà âèðòóàëèçàöèÿ â íàøó æèçíü. Îáû÷íî ïî-

íÿòèå âèðòóàëèçàöèè ñâÿçûâàþò ñ áîëüøèìè ðåøåíèÿìè, ðåàëèçóþùèìè âû÷èñëèòåëüíûå ìàøèíû, ÿäðà

èëè ïîëüçîâàòåëüñêèå îêðóæåíèÿ ÎÑ, àáñòðàêòíûå ìàøèíû äëÿ èñïîëíåíèÿ áàéò-êîäîâ è ò. ï.

Íî åñòü è ìíîæåñòâî ìåëêèõ ïðèìåðîâ âèðòóàëèçàöèè. Íàïðèìåð, â ÎÑ íåðåäêî òðåáóåòñÿ ðàçäåëåíèå

îäíîãî óñòðîéñòâà ìåæäó íåñêîëüêèìè ïîòðåáèòåëÿìè. Ïðîãðàììû-ïîëüçîâàòåëè ñ÷èòàþò, ÷òî âëàäåþò

óñòðîéñòâîì ìîíîïîëüíî. Êàæäûé ïîëüçîâàòåëü ïîëó÷àåò äëÿ ñåáÿ âèðòóàëüíîå óñòðîéñòâî, êîòîðîå âåäåò

ñåáÿ êàê íàñòîÿùåå. Íà ñàìîì äåëå, íè îäíî èç âèðòóàëüíûõ óñòðîéñòâ íå ñóùåñòâóåò.

Ñðåäè âñåõ òèïîâ âèðòóàëèçàöèè íàì áóäåò èíòåðåñíà âèðòóàëèçàöèÿ ïëàòôîðìû. Îíà âêëþ÷àåò â

ñåáÿ âèðòóàëèçàöèþ ÎÑ è âèðòóàëèçàöèþ ôèçè÷åñêîé ìàøèíû. Ìîæíî âûäåëèòü íåñêîëüêî òèïîâ òàêîé

âèðòóàëèçàöèè1:

• Ïîëíàÿ âèðòóàëèçàöèÿ � âèðòóàëèçàöèÿ âñåãî àïïàðàòíîãî îáåñïå÷åíèÿ, ïîçâîëÿþùàÿ çàïóñêàòü

íåìîäèôèöèðîâàííóþ ãîñòåâóþ ÎÑ.

• ×àñòè÷íàÿ âèðòóàëèçàöèÿ � ÷àñòü öåëåâîãî îêðóæåíèÿ âèðòóàëèçèðîâàíà. Ìíîãèå ãîñòåâûå ïðî-

ãðàììû, êðîìå ÎÑ, ìîãóò ðàáîòàòü áåç ìîäèôèêàöèè.

• Ïàðàâèðòóàëèçàöèÿ � èíòåðôåéñ öåëåâîãî îêðóæåíèÿ ìîäèôèöèðóåòñÿ è âèðòóàëèçèðóåòñÿ. Ãîñòå-

âàÿ ÎÑ ìîäèôèöèðóåòñÿ äëÿ ðàáîòû ñ ìîäèôèöèðîâàííûì îêðóæåíèåì.

• Âèðòóàëèçàöèÿ óðîâíÿ îïåðàöèîííîé ñèñòåìû � âèðòóàëèçàöèÿ ïîëüçîâàòåëüñêîãî îêðóæåíèÿ ÎÑ.

Ïîçâîëÿåò çàïóñêàòü íåñêîëüêî èçîëèðîâàííûõ ïîëüçîâàòåëüñêèõ îêðóæåíèé íà îäíîì ÿäðå ÎÑ.

1.2 Ïðèìåíåíèå âèðòóàëèçàöèè íà ìîáèëüíûõ ïëàòôîðìàõ

1.2.1 Bring your own device

Øèðîêîå ðàñïðîñòðàíåíèå ìîáèëüíûõ óñòðîéñòâ ïîñòåïåííî ìåíÿåò ñòðàòåãèþ êîìïàíèé ïî âûäåëåíèþ

ñîòðóäíèêàì ÏÊ äëÿ ðàáîòû â îôèñå. Ïðàêòè÷åñêè êàæäûé ñîòðóäíèê èìååò â ëè÷íîì èñïîëüçîâàíèè

1http://en.wikipedia.org/wiki/Virtualization#Hardware
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ìîáèëüíîå óñòðîéñòâî, ïîçâîëÿþùåå âûïîëíÿòü òå æå çàäà÷è, ÷òî è ÏÊ íà åãî ðàáî÷åì ìåñòå. Íàèáîëåå

ðàñïðîñòðàíåííûå ñöåíàðèè èñïîëüçîâàíèÿ òàêîãî ÏÊ: ðàáîòà â êîðïîðàòèâíîé ïî÷òå, êîðïîðàòèâíîì

Web-ïîðòàëå, êàëåíäàðå.

Êîìïàíèÿ ìîæåò ñîêðàòèòü ðàñõîäû íà ïîêóïêó òåõíèêè ïåðåâåäÿ, êîðïîðàòèâíûå ïðèëîæåíèÿ íà ìî-

áèëüíûå óñòðîéñòâà ñîòðóäíèêîâ. Òàêèì îáðàçîì, åñëè ðàíüøå êîðïîðàòèâíûå ïðèëîæåíèÿ èñïîëíÿëèñü

íà ÏÊ, êîòîðûé îáñëóæèâàåòñÿ IT-ñïåöèàëèñòàìè êîìïàíèè è íàõîäèòñÿ â åå îôèñå, òî òåïåðü êîðïîðàòèâ-

íûå ïðèëîæåíèÿ èñïîëíÿþòñÿ íà óñòðîéñòâå ïîëüçîâàòåëÿ, êîòîðûé, êàê ïðàâèëî, íå ñîãëàñèòñÿ, ÷òîáû

åãî óñòðîéñòâî êîíòðîëèðîâàëè è îãðàíè÷èâàëè â ôóíêöèÿõ, êàê ýòî äåëàåòñÿ ñ ÏÊ â îôèñàõ êîìïàíèè.

Îòñóòñòâèå êîíòðîëÿ ìîáèëüíîãî óñòðîéñòâà ñîòðóäíèêà, íà êîòîðîì óñòàíîâëåíî êîðïîðàòèâíîå ÏÎ, â

ñâîþ î÷åðåäü, îçíà÷àåò âûñîêèå ðèñêè óòå÷êè äàííûõ êîìïàíèè êàê ïî âèíå ïîëüçîâàòåëÿ óñòðîéñòâà,

òàê è ïî âèíå çëîóìûøëåííèêîâ. Òàêèì îáðàçîì, âîçíèêàåò êîíôëèêò èíòåðåñîâ êîìïàíèè è ñîòðóäíèêà.

Õîðîøèì ðåøåíèåì ïðîáëåìû áåçîïàñíîñòè ìîãëà áû ñòàòü òåõíîëîãèÿ âèðòóàëèçàöèè, ïîçâîëÿþùàÿ

çàïóñêàòü íåñêîëüêî ïîëüçîâàòåëüñêèõ îêðóæåíèé íà îäíîì óñòðîéñòâå. Çíà÷èòåëüíóþ ðàáîòó â ýòîì

íàïðàâëåíèè ïðîäåëàëè êîìïàíèè VMware [2] è CellRox2.

1.2.2 Ñîçäàíèå ïåñî÷íèöû

Èçâåñòíî ìíîæåñòâî ñëó÷àåâ, êîãäà ïðèëîæåíèÿ èç îôèöèàëüíûõ ìàãàçèíîâ ïðèëîæåíèé ïðîÿâëÿëè âè-

ðóñíóþ àêòèâíîñòü: ñîáèðàëè ëè÷íûå äàííûå, îòïðàâëÿëè ïëàòíûå SMS, ïîëó÷àëè ïðàâà àäìèíèñòðàòîðà,

ñêà÷èâàëè äðóãèå ïðîãðàììû è âûïîëíÿëè èõ.

Âèðòóàëèçàöèÿ ÎÑ ìîãëà áû ðåøèòü ïðîáëåìó ìîáèëüíûõ âèðóñîâ: ïîëüçîâàòåëü ìîã áû èñïîëüçîâàòü

èçîëèðîâàííîå îêðóæåíèå äëÿ çàïóñêà âñåõ íåïðîâåðåííûõ ïðèëîæåíèé. Â ýòîì îêðóæåíèè îòñóòñòâîâà-

ëè áû ëè÷íûå äàííûå, ò. ê. ïîëüçîâàòåëü íå èñïîëüçóåò åãî äëÿ ñîöèàëüíîé àêòèâíîñòè. Ïîð÷à ýòîãî

îêðóæåíèÿ íå âëèÿëà áû íà äðóãèå, òàê êàê âñå îíè èçîëèðîâàíû.

1.2.3 Ñìåíà ïðîøèâîê

Âèðòóàëèçàöèÿ ïîçâîëèëà áû ëåãêî è áûñòðî ìåíÿòü ïðîøèâêè óñòðîéñòâ áåç ðèñêà ïîòåðè äàííûõ è

ïîëîìêè òåëåôîíà. Äëÿ óñòàíîâêè ïðîøèâîê, ìåíÿþùèõ ÿäðî ÎÑ, ïîíàäîáèëîñü áû ðåøåíèå ïî ïîë-

íîé âèðòóàëèçàöèè óñòðîéñòâà. Åñëè ïðîøèâêà ìåíÿåò òîëüêî ïðîñòðàíñòâî ïîëüçîâàòåëÿ, òî äîñòàòî÷íî

ðåøåíèÿ ïî âèðòóàëèçàöèè óðîâíÿ ÎÑ.

1.2.4 Çàùèòà âàæíûõ êîìïîíåíòîâ ñèñòåìû îò îøèáîê â äðóãèõ êîìïîíåíòàõ

Ïîñëåäíèå íåñêîëüêî ëåò ìîáèëüíûå êîìïüþòåðû ñîâìåùàþò â ñåáå ôóíêöèè óñòðîéñòâà óïðàâëåíèÿ

êàêîé-ëèáî ñèñòåìîé â ðåàëüíîì âðåìåíè (RT) è äðóãèå íå-RT-ôóíêöèè. Íàäåæíîå èñïîëíåíèå RT-ôóíêöèé,

êàê ïðàâèëî, î÷åíü âàæíî äëÿ ñèñòåìû, â òî âðåìÿ êàê íå-RT-ôóíêöèîíàëüíîñòü íå ÿâëÿåòñÿ êðèòè÷íîé.

Âèðòóàëèçàöèÿ ìîãëà áû çàùèòèòü RT-ôóíêöèîíàëüíîñòü îò íå-RT. Ïðèìåðîì îïèñàííîé ñèñòåìû ìî-

æåò ñëóæèòü áîðòîâîé êîìïüþòåð ñîâðåìåííîãî àâòîìîáèëÿ, íà êîòîðîì çàïóùåíî ñðàçó äâå ÎÑ: íåáîëü-

øàÿ ÎÑ ðåàëüíîãî âðåìåíè è áîëüøàÿ ÎÑ, íå ÿâëÿþùàÿñÿ òàêîâîé. RTOS çàùèùàåòñÿ ãèïåðâèçîðîì îò

íå-RT. Ýòîò âàðèàíò ïðèìåíåíèÿ âèðòóàëèçàöèè õîðîøî îïèñàí â [5].

1.2.5 Âèðòóàëèçèðîâàííîå îêðóæåíèå äëÿ òåñòèðîâàíèÿ ïðèëîæåíèé

Âèðòóàëèçèðîâàííàÿ ïëàòôîðìà ìîæåò ïðåäîñòàâëÿòü äîïîëíèòåëüíûå âîçìîæíîñòè äëÿ òåñòèðîâàíèÿ

ïðèëîæåíèé, âûïîëíÿþùèõñÿ â íåé. Íàïðèìåð, óñòðîéñòâà ââîäà ìîãóò ãåíåðèðîâàòü ñîáûòèÿ ââîäà ïî

ñöåíàðèþ, ÷òî íå óìåþò äåëàòü íåâèðòóàëèçèðîâàííûå óñòðîéñòâà. Ïîäðîáíî ýòîò âàðèàíò èñïîëüçîâàíèÿ

âèðòóàëèçàöèè îïèñàí â [7].

2http://cellrox.com
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1.3 Ïðîáëåìû âèðòóàëèçàöèè íà ìîáèëüíûõ óñòðîéñòâàõ

Ñóùåñòâóåò áîëüøîé íàáîð ðåøåíèé âèðòóàëèçàöèè äëÿ ïåðñîíàëüíûõ êîìïüþòåðîâ è ñåðâåðîâ. Ïðåîá-

ëàäàþùåé àðõèòåêòóðîé öåíòðàëüíûõ ïðîöåññîðîâ íà òàêèõ óñòðîéñòâàõ ÿâëÿþòñÿ IA 32 è Intel 64.3

Íà ìîáèëüíûõ óñòðîéñòâàõ ñåé÷àñ ïðåîáëàäàåò àðõèòåêòóðà ARM [4].

Áîëüøèíñòâî ðåøåíèé âèðòóàëèçàöèè çàâèñèò îò àðõèòåêòóðû öåíòðàëüíîãî ïðîöåññîðà. Ïîðòèðîâà-

íèå òàêèõ ðåøåíèé ìîæåò ïðåäñòàâëÿòü èç ñåáÿ êàê ïðîñòóþ, òàê è î÷åíü ñëîæíóþ çàäà÷ó, òðåáóþùóþ,

ïî ñóòè, ñîçäàòü ðåøåíèå çàíîâî.

Â äàííûé ìîìåíò äîñòóïíû ñëåäóþùèå ðåøåíèÿ âèðòóàëèçàöèè äëÿ ìîáèëüíûõ óñòðîéñòâ:

• QEMU áåç KVM ïîääåðæèâàåò îãðàíè÷åííûé íàáîð ýìóëèðóåìûõ ïëàòôîðì íà áàçå ARM è îáîðóäîâà-

íèÿ4. Ìåäëåííàÿ ðàáîòà è áîëüøîå ýíåðãîïîòðåáëåíèå íà ìîáèëüíûõ óñòðîéñòâàõ.

• KVM/ARM � íàõîäèòñÿ â ñòàäèè ðàçðàáîòêè5, ðåàëèçîâàí òîëüêî äëÿ ïðîöåññîðîâ àðõèòåêòóðû ARM ñ

àïïàðàòíîé ïîääåðæêîé âèðòóàëèçàöèè (íàïðèìåð, ARM Cortex-A15, ARM Cortex-A7). Ñåé÷àñ òàêèå

ïðîöåññîðû åùå íå ïîëó÷èëè ðàñïðîñòðàíåíèÿ.6

• Xen ARM [6] � ïîääåðæèâàåò ïðîöåññîðû àðõèòåêòóðû ARMv7 ñ àïïàðàòíîé ïîääåðæêîé âèðòóàëèçà-

öèè è áåç íåå. Ýòî ðåøåíèå òðåáóåò ïîðòèðîâàíèÿ äëÿ êàæäîãî ìîáèëüíîãî óñòðîéñòâà. Â äàííûé

ìîìåíò ïîääåðæèâàåòñÿ òîëüêî nVidia Tegra250 Development Board.

• VMware Horizon Mobile [2] � ïðîïðèåòàðíûé ãèïåðâèçîð âòîðîãî òèïà7 îò VMware. Íà îñíîâå íåãî

êîìïàíèÿ VMware âûïóñòèëà ðåøåíèå, ðåàëèçóþùåå ñöåíàðèé èñïîëüçîâàíèÿ Bring Your Own Device.

• LXC � òåõíîëîãèÿ êîíòåéíåðíîé âèðòóàëèçàöèè (âèðòóàëèçàöèÿ íà óðîâíå îïåðàöèîííîé ñèñòåìû),

ïîçâîëÿþùàÿ çàïóñêàòü íåñêîëüêî èçîëèðîâàííûõ ïîëüçîâàòåëüñêèõ îêðóæåíèé íà îäíîì óñòðîé-

ñòâå. Âñå îêðóæåíèÿ èñïîëüçóþò îáùåå ÿäðî. LXC íå çàâèñèò îò àïïàðàòíîé ïëàòôîðìû, ïîýòîìó

ïîðòèðîâàíèå íà ARM íå òðåáóåòñÿ.

• Cells [1] � òåõíîëîãèÿ êîíòåéíåðíîé âèðòóàëèçàöèè, ïðåäíàçíà÷åííàÿ äëÿ çàïóñêà íåñêîëüêèõ ïîëü-

çîâàòåëüñêèé îêðóæåíèé Android íà îäíîì óñòðîéñòâå. Ñóäÿ ïî [1], âèðòóàëèçàöèÿ â Cells îñíîâû-

âàåòñÿ íà èñïîëüçîâàíèè ïðîñòðàíñòâ èìåí (namespaces) â ÿäðå Linux. Â Cells èñïîëüçóþòñÿ êàê

ñòàíäàðòíûå ïðîñòðàíñòâà èìåí, òàê è ñïåöèàëüíî ñîçäàííûå â ðàìêàõ ïðîåêòà. Cells, â ïåðâóþ

î÷åðåäü, çàíèìàåòñÿ ìóëüòèïëåêñèðîâàíèåì óñòðîéñòâ è îáåñïå÷åíèåì óäîáñòâà ðàáîòû ïîëüçîâàòå-

ëÿ.

Òåêóùàÿ ðåàëèçàöèÿ Cells î÷åíü ñèëüíî çàâèñèò îò ïðåäïîëîæåíèÿ, ÷òî îäíîâðåìåííî èñïîëüçó-

åòñÿ òîëüêî îäèí Android. Êîìïàíèÿ CellRox8 ëèöåíçèðîâàëà Cells äëÿ ñîçäàíèÿ êîììåð÷åñêèõ

ïðîäóêòîâ.

Êàê ìû âèäèì, íàáîð äîñòóïíûõ ïðîäóêòîâ äîñòàòî÷íî íåáîëüøîé. Íàèáîëåå áëèçêè ê ãîòîâíîñòè

òîëüêî ïðîïðèåòàðíûå êîììåð÷åñêèå ïðîäóêòû. Îòêðûòûå òåõíîëîãèè ëèáî íå ìîãóò áûòü èñïîëüçîâàíû

íà ìíîãèõ óñòðîéñòâàõ (Xen, KVM), ëèáî íàõîäÿòñÿ â ðàçðàáîòêå (KVM), ëèáî íåóäîáíû â èñïîëüçîâàíèè

äëÿ êîíå÷íîãî ïîëüçîâàòåëÿ ò. ê. âñå òåõíîëîãèè ïðåäíàçíà÷åíû äëÿ èñïîëüçîâàíèÿ IT-ñïåöèàëèñòàìè.

Êðîìå òîãî, ïîñêîëüêó áîëüøèíñòâî ïåðå÷èñëåííûõ òåõíîëîãèé ïîÿâèëèñü íåäàâíî, òî âûçûâàåò ñîìíåíèÿ

ñòàáèëüíîñòü èõ ðàáîòû. Âèäèìî, òîëüêî LXC è QEMU ìîæíî ñ÷èòàòü äîñòàòî÷íî íàäåæíûìè, ò. ê. îíè

äîâîëüíî ëåãêî ïîðòèðóåìû íà äðóãèå àðõèòåêòóðû.

3http://en.wikipedia.org/wiki/X86
4http://qemu.weilnetz.de/qemu-doc.html#ARM-System-emulator
5http://www.virtualopensystems.com/
6http://en.wikipedia.org/wiki/ARM_Cortex-A15_MPCore#Implementations
7http://en.wikipedia.org/wiki/Hypervisor#Classification
8http://cellrox.com
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1.4 Android êàê ïëàòôîðìà äëÿ èññëåäîâàíèé â îáëàñòè âèðòóàëèçàöèè

Android � îñíîâàííàÿ íà Linux îïåðàöèîííàÿ ñèñòåìà. ßäðî ýòîé ÎÑ ÿâëÿåòñÿ ÿäðîì Linux ñ íåáîëüøèì

êîëè÷åñòâîì ìîäèôèêàöèé.

Áîëüøàÿ ÷àñòü êîäà Android èç ïðîñòðàíñòâà ÿäðà è ïðîñòðàíñòâà ïîëüçîâàòåëÿ ïîëíîñòüþ îòêðûòû.

Ïðîèçâîäèòåëè óñòðîéñòâ âìåñòå ñ Android äëÿ ñâîèõ óñòðîéñòâ ïîñòàâëÿþò áèáëèîòåêè, ñïåöèôè÷íûå

äëÿ ýòîãî óñòðîéñòâà. Èñõîäíûõ êîäîâ ê ýòèì áèáëèîòåêàì îáû÷íî íåò. ×àñòü äðàéâåðîâ òàêæå ïîñòàâ-

ëÿþòñÿ â áèíàðíîì âèäå.

Íà äàííûé ìîìåíò äîëÿ ðûíêà Android ñîñòàâëÿåò 50�60% è ïîñòåïåííî ðàñòåò9. Android ÿâëÿåòñÿ

åäèíñòâåííîé îòêðûòîé ÎÑ ñðåäè îñíîâíûõ ìîáèëüíûõ ÎÑ ñ âûñîêîé äîëåé ðûíêà.

Áëàãîäàðÿ òîìó ÷òî Android îñíîâàí íà Linux, äëÿ åãî èññëåäîâàíèÿ è ìîäèôèêàöèè ìîæíî ïðèìåíÿòü

ñòàíäàðòíûå èíñòðóìåíòû. Òàêèì îáðàçîì, ÎÑ Android õîðîøî ïîäõîäèò äëÿ èññëåäîâàíèé â îáëàñòè

âèðòóàëèçàöèè íà ìîáèëüíûõ óñòðîéñòâàõ.

9http://en.wikipedia.org/wiki/Android_(operating_system)#Market_share
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2 Ïîñòàíîâêà è àíàëèç çàäà÷è

2.1 Öåëü

Â íàñòîÿùåé ðàáîòå ìû îãðàíè÷èìñÿ ðåàëèçàöèåé ñöåíàðèÿ èñïîëüçîâàíèÿ ¾ñîçäàíèå ïåñî÷íèöû¿. Ïîýòî-

ìó öåëüþ íàñòîÿùåé ðàáîòû ÿâëÿåòñÿ ðàçðàáîòêà òåõíîëîãèè âèðòóàëèçàöèè ïîëüçîâàòåëüñêîãî îêðóæå-

íèÿ Android, ïîçâîëÿþùåé:

• ñîçäàâàòü èçîëèðîâàííûå ïîëüçîâàòåëüñêèå îêðóæåíèÿ Android èç ñïåöèàëüíî ïîäãîòîâëåííûõ øàá-

ëîíîâ,

• íàñòðàèâàòü äîñòóï ê ñèñòåìíûì óñòðîéñòâàì è âûñîêîóðîâíåâûì ñåðâèñàì ñìàðòôîíà (òåëåôîíèÿ,

çâóê) äëÿ êàæäîãî âèðòóàëüíîãî îêðóæåíèÿ,

• çàïóñêàòü è îñòàíàâëèâàòü âèðòóàëüíûå îêðóæåíèÿ,

• ïåðåêëþ÷àòü àêòèâíîå (îòîáðàæàåìîå â òåêóùèé ìîìåíò) âèðòóàëüíîå îêðóæåíèå.

Îòìåòèì òàêæå, ÷òî ðåàëèçàöèÿ ñöåíàðèÿ èñïîëüçîâàíèÿ ¾ñîçäàíèå ïåñî÷íèöû¿ ÿâëÿåòñÿ íåîáõîäèìîé

äëÿ ðåàëèçàöèè ¾Bring Your Own Device¿.

2.2 Àíàëèç ñóùåñòâóþùèõ ïðîäóêòîâ âèðòóàëèçàöèè Android

• Cells [1]

Èñïîëüçîâàíèå êîíòåéíåðíîé âèðòóàëèçàöèè è îáùåãî ÿäðà äëÿ âñåõ ïîëüçîâàòåëüñêèõ îêðóæåíèé

Android äåëàåò ðåøåíèå Cells õîðîøî ïðèìåíèìûì íà ïðàêòèêå, ò. ê. äîïîëíèòåëüíûå òðåáîâàíèÿ

ê âû÷èñëèòåëüíûì ðåñóðñàì è äîïîëíèòåëüíûé ðàñõîä çàðÿäà áàòàðåè óñòðîéñòâà íåçíà÷èòåëüíû.

• VMware Horizon Mobile [2]

VMware äëÿ ñâîåãî ðåøåíèå ñîçäàëà ïîëíîöåííûé ãèïåðâèçîð âòîðîãî òèïà, âèðòóàëèçèðóþùèé àï-

ïàðàòíîå îáåñïå÷åíèå àáñòðàêòíîé ìàøèíû. Äëÿ ýòîé ìàøèíû áûëî ñîçäàíà ÿäðî Linux ñ ïàò÷à-

ìè Android, ïîâåðõ êîòîðîãî çàïóñêàåòñÿ ñîçäàííîå VMware ïîëüçîâàòåëüñêîå îêðóæåíèå Android.

Ãèïåðâèçîð ðàáîòàåò íà ðàñïðîñòðàíåííûõ òèïàõ ïðîöåññîðîâ ARM, íå èìåþùèõ ðàñøèðåíèé äëÿ

àïïàðàòíîé âèðòóàëèçàöèè. Ãèïåðâèçîð ðàáîòàåò êàê ïðîöåññ â õîñòîâîé ÎÑ (íàïðèìåð, â Android,

êîòîðûé ïîñòàâëÿåòñÿ âìåñòå ñ óñòðîéñòâîì).

Ïîíÿòíî, ÷òî âèðòóàëèçàöèÿ âñåãî àïïàðàòíîãî îáåñïå÷åíèÿ òðåáóåò äîñòàòî÷íî ìíîãî âû÷èñëèòåëü-

íûõ ðåñóðñîâ, ïîýòîìó çàïóñê áîëåå ÷åì îäíîãî ãèïåðâèçîðà, âèäèìî, áóäåò íåöåëåñîîáðàçåí.

Ïîäõîä VMware âûãëÿäèò áîëåå ñëîæíûì äëÿ ðåàëèçàöèè, ÷åì ïîäõîä Cells.

• TrustDroid [3]

ßâëÿåòñÿ ïðîòîòèïîì ñèñòåìû èçîëÿöèè ïðèëîæåíèé, îñíîâàííîé íà äîìåíàõ äîâåðèÿ. Öåëåâàÿ ÎÑ

ýòîé ñèñòåìû � Android. Êàæäîìó ïðèëîæåíèþ (â òîì ÷èñëå ñòàíäàðòíûì ïðèëîæåíèÿì Android)

íàçíà÷àåòñÿ äîìåí. Ïðèëîæåíèÿ èç ðàçíûõ äîìåíîâ íå ìîãóò âçàèìîäåéñòâîâàòü ìåæäó ñîáîé è íå

ìîãóò ðàáîòàòü ñ äàííûìè, îïóáëèêîâàííûìè ïðèëîæåíèÿìè èç äðóãèõ äîìåíîâ.

Ýòà ñèñòåìà íå èñïîëüçóåò âèðòóàëèçàöèþ àïïàðàòíîãî îáåñïå÷åíèÿ èëè ïðîñòðàíñòâà ïîëüçîâàòåëÿ.

Äëÿ ïîääåðæêè ïîëèòèêè äîìåíîâ èçìåíåíèÿ âíîñÿòñÿ â ÿäðî è â ñòàíäàðòíûå ñèñòåìíûå ïðèëîæå-

íèÿ Android. Ýòà ñèñòåìà ÿâëÿåòñÿ ñàìîé íåòðåáîâàòåëüíîé ê ðåñóðñàì, ïî ñðàâíåíèþ ñ ïðèâåäåí-

íûìè âûøå. Ðåàëèçàöèÿ ñöåíàðèåâ èñïîëüçîâàíèÿ ¾bring your own device¿ è ¾ñîçäàíèå ïåñî÷íèöû¿

íåñêîëüêî îòëè÷àåòñÿ: â ïðåäûäóùèõ ñëó÷àÿõ ïîëèòèêè íàñòðàèâàþòñÿ íà óðîâíå ïîëüçîâàòåëü-

ñêèõ îêðóæåíèé Android, ïðè èñïîëüçîâàíèè æå TrustDroid ïîëüçîâàòåëþ íåîáõîäèìî íàñòðàèâàòü

ïîëèòèêè è äîìåíû âðó÷íóþ äëÿ êàæäîãî ïðèëîæåíèÿ, ÷òî âûãëÿäèò çíà÷èòåëüíî ñëîæíåå äëÿ

èñïîëüçîâàíèÿ, ò.ê. êîëè÷åñòâî ïîëüçîâàòåëüñêèõ îêðóæåíèé, êàê ïðàâèëî, èñ÷èñëÿåòñÿ åäèíèöàìè.

8



Òàêæå TrustDroid èìååò íåäîñòàòêè ñ òî÷êè çðåíèÿ áåçîïàñíîñòè: îí ïðåäïîëàãàåò ÷òî ñòàíäàðòíûå

ñèñòåìíûå ïðèëîæåíèÿ Android è ÿäðî ÎÑ íèêîãäà íå ñêîìïðîìåòèðîâàíû, íî ýòî ìîæåò áûòü

íåâåðíî, ò. ê. ïðè ïîëó÷åíèè ïðàâ ñóïåðïîëüçîâàòåëÿ èõ ìîæíî ïîäìåíèòü. Ýòè íåäîñòàòêè, ìîæíî

ïðåîäîëåòü, çíà÷èòåëüíî äîðàáîòàâ TrustDroid.

Òåì íå ìåíåå, TrustDroid ðåøàåò òîëüêî çàäà÷ó îáåñïå÷åíèÿ áåçîïàñíîñòè íà óñòðîéñòâå. Ïîëüçîâà-

òåëþ æå â íåêîòîðûõ ñëó÷àÿõ âàæíà âîçìîæíîñòü èçîëÿöèè äàííûõ, íàõîäÿùèåñÿ â ðàçíûõ Android'àõ,

à òàêæå íåçàâèñèìîñòü äåéñòâèé, ïðîèçâîäèìûõ â êàæäîì èç íèõ.

• EmbeddedXEN10

Ïðîåêò ïî ïîðòèðîâàíèþ èíôðàñòðóêòóðû XEN íà ïëàòôîðìó ARM. Â íàñòîÿùåå âðåìÿ (5 ìàÿ 2012 ã.)

íàõîäèòñÿ â ñòàäèè àêòèâíîé ðàçðàáîòêè. Òåì íå ìåíåå, óæå àäàïòèðîâàíû âåðñèè ÿäåð Linux (ñ ïàò-

÷àìè ïðîåêòà Android äëÿ ìàøèí Goldfish è HTC Desire HD äëÿ ðàáîòû â êà÷åñòâå Dom0.

Òàêèì îáðàçîì, ïîäõîä ïðîåêòà Cells èìååò ëó÷øåå ñîîòíîøåíèå äîñòîèíñòâ è íåäîñòàòêîâ. Ïîýòîìó

áûë âûáðàí ïîäõîä ïðîåêòà Cells � ïîäõîä âèðòóàëèçàöèè óðîâíÿ îïåðàöèîííîé ñèñòåìû.

2.3 Àíàëèç íåîáõîäèìîñòè âèðòóàëèçàöèè êîìïîíåíòîâ ÎÑ

2.3.1 Èçîëèðîâàííîå ïîëüçîâàòåëüñêîå îêðóæåíèå

Â ñèñòåìàõ êîíòåéíåðíîé âèðòóàëèçàöèè òðàäèöèîííî èçîëèðóþò ñëåäóþùèå êîìïîíåíòû èñïîëíèòåëü-

íîé ñðåäû:

1. èäåíòèôèêàòîðû ïðîöåññîâ â ðàçíûõ âèðòóàëüíûõ îêðóæåíèÿõ,

2. êîðåíü ôàéëîâîé ñèñòåìû: êàæäîå âèðòóàëüíîå îêðóæåíèå íå äîëæíî èìåòü äîñòóï ê ôàéëàì õî-

ñòîâîãî îêðóæåíèÿ è äðóãèõ âèðòóàëüíûõ îêðóæåíèé;

3. ñåòü: íóæíî èìåòü ñåòåâîé àäàïòåð â êàæäîì âèðòóàëüíîì îêðóæåíèè;

4. îáùåñèñòåìíûå ôàéëîâûå ñèñòåìû (sysfs, proc): íåîáõîäèìî îãðàíè÷åíèå äîñòóïà ê íåêîòîðûì

÷àñòÿì ýòèõ ôàéëîâûõ ñèñòåì;

5. äèñêîâûå ðàçäåëû: íåîáõîäèìî ïðåäîòâðàòèòü ìîíòèðîâàíèå îäíèõ è òåõ æå ðàçäåëîâ çàïîìèíàþ-

ùåãî óñòðîéñòâà â ðàçíûõ âèðòóàëüíûõ îêðóæåíèÿõ.

Â ÿäðå Linux ïåðâûå òðè çàäà÷è ðåøàþòñÿ ñ ïîìîùüþ èíôðàñòðóêòóðû ïðîñòðàíñòâ èìåí. Ïðîñòðàí-

ñòâî èìåí � íàáîð îáúåêòîâ ÿäðà, ÿâëÿþùèéñÿ óíèêàëüíûì ñ òî÷êè çðåíèÿ ïîëüçîâàòåëüñêîãî îêðóæåíèÿ.

Ïÿòóþ çàäà÷ó ìîæíî ðåøèòü, èñïîëüçóÿ ïîäñèñòåìó cgroup äëÿ îãðàíè÷åíèÿ äîñòóïà ê ñèñòåìíûì

óñòðîéñòâàì.

×åòâåðòóþ çàäà÷ó ìîæíî ðåøèòü òîëüêî ïóòåì ìîäèôèêàöèè ëîãèêè ðàáîòû ñ ýòèìè ïîäñèñòåìàìè; â

÷àñòíîñòè, â OpenVZ êàæäûé êîíòåéíåð âëàäååò ñâîåé êîïèåé äåðåâà kobject'îâ.

Â ñëåäóþùèõ ðàçäåëàõ áóäóò îïèñàíû ñïåöèôè÷íûå äëÿ Android êîìïîíåíòû, òðåáóþùèå ðàçðàáîòêè

ñïåöèàëüíûõ ìåòîäîâ èçîëÿöèè èëè ñîâìåñòíîãî èñïîëüçîâàíèÿ íåñêîëüêèìè êîíòåéíåðàìè.

2.3.2 Binder

Äðàéâåð ÿäðà Binder � ýòî ìåõàíèçì IPC, ðàçðàáîòàííûé â ðàìêàõ ïðîåêòà AOSP. Ìîòèâû è öåëè

ðàçðàáîòêè íîâîãî ìåõàíèçìà IPC ïîêà íå ÿñíû, íî Binder áûë îäíèì èç ïåðâûõ äðàéâåðîâ, êîòîðûé

îêàçàëñÿ ïðåïÿòñòâèåì äëÿ çàïóñêà íåñêîëüêèõ âèðòóàëüíûõ îêðóæåíèé Android.

Ïðîáëåìà ñ äðàéâåðîì Binder ñîñòîèò â ñëåäóþùåì. Â ñëåäóþùåì ëèñòèíãå ïðåäñòàâëåí èñõîäíûé

êîä îáðàáîò÷êèêà ioctl-çàïðîñîâ ýòîãî äðàéâåðà:

10http://sourceforge.net/projects/embeddedxen

9



[drivers/staging/android/binder.c]

[..]

48 static struct binder_node *binder_context_mgr_node;

49 static uid_t binder_context_mgr_uid = -1;

[..]

2679 static long binder_ioctl(struct file *filp, unsigned int cmd, unsigned long arg)

2680 {

2681 int ret;

[..]

2702 switch (cmd) {

[..]

2754 case BINDER_SET_CONTEXT_MGR:

2755 if (binder_context_mgr_node != NULL) {

2756 binder_debug(BINDER_DEBUG_TOP_ERRORS,

2757 "binder: BINDER_SET_CONTEXT_MGR already set\n");

2758 ret = -EBUSY;

2759 goto err;

2760 }

2761 if (binder_context_mgr_uid != -1) {

2762 if (binder_context_mgr_uid != current->cred->euid) {

2763 binder_debug(BINDER_DEBUG_TOP_ERRORS,

2764 "binder: BINDER_SET_"

2765 "CONTEXT_MGR bad uid %d != %d\n",

2766 current->cred->euid,

2767 binder_context_mgr_uid);

2768 ret = -EPERM;

2769 goto err;

2770 }

2771 } else

2772 binder_context_mgr_uid = current->cred->euid;

2773 binder_context_mgr_node = binder_new_node(proc, NULL, NULL);

2774 if (binder_context_mgr_node == NULL) {

2775 ret = -ENOMEM;

2776 goto err;

2777 }

2778 binder_context_mgr_node->local_weak_refs++;

2779 binder_context_mgr_node->local_strong_refs++;

2780 binder_context_mgr_node->has_strong_ref = 1;

2781 binder_context_mgr_node->has_weak_ref = 1;

2782 break;

Ñèñòåìíûé âûçîâ ioctl(BINDER_SET_CONTEXT_MGR) âûïîëíÿåòñÿ ïðè çàïóñêå îêðóæåíèÿ Android: îí

âûçûâàåòñÿ ïðè çàïóñêå ïðîöåññà servicemanager:

[frameworks/base/cmds/servicemanager/service_manager.c]

259 int main(int argc, char **argv)

260 {

261 struct binder_state *bs;
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262 void *svcmgr = BINDER_SERVICE_MANAGER;

263

264 bs = binder_open(128*1024);

265

266 if (binder_become_context_manager(bs)) {

267 LOGE("cannot become context manager (%s)\n", strerror(errno));

268 return -1;

269 }

270

271 svcmgr_handle = svcmgr;

272 binder_loop(bs, svcmgr_handler);

273 return 0;

[frameworks/base/cmds/servicemanager/binder.c]

137 int binder_become_context_manager(struct binder_state *bs)

138 {

139 return ioctl(bs->fd, BINDER_SET_CONTEXT_MGR, 0);

140 }

Ýòî îçíà÷àåò, ïðè çàïóñêå ïåðâîãî îêðóæåíèÿ ïåðåìåííàÿ binder_context_mgr_node áóäåò ïðîèíè-

öèàëèçèðîâàíà íà ñòðîêå 2773, à ïðè çàïóñêå âòîðîãî îêðóæåíèÿ ïðîâåðêà íà ñòðîêå 2755 íå ïðîéäåò è

áóäåò âîçâðàùåíà îøèáêà. Ýòà îøèáêà ÿâëÿåòñÿ ôàòàëüíîé äëÿ îêðóæåíèÿ Android � ïðîöåññ åãî èíè-

öèàëèçàöèè ïðåêðàùàåòñÿ, ïîñêîëüêó ýòî ïðèâåäåò çàâåðøåíèþ ïðîöåññà servicemanager (ñòðîêè 266�

269 ôàéëà service_manager.c), ïîñêîëüêó ýòîò ïðîöåññ ïîìå÷åí êàê êðèòè÷åñêèé â ôàéëå èíèöèàëèçà-

öèè Android'à:

service servicemanager /system/bin/servicemanager

user system

critical

onrestart restart zygote

onrestart restart media

òî çàâåðøåíèå ýòîãî ïðîöåññà ïðèâåäåò ê ïåðåçàïóñêó Java-ìàøèíû.

Êðîìå ýòîãî, â äðàéâåðå Binder åñòü ôóíêöèÿ binder_deferred_release, êîòîðàÿ îáðàùàåòñÿ ê îäíî-

êðòàíî èíèöèàëèçèðóåìîìó ñîñòîÿíèþ ñîñòîÿíèþ (ïåðåìåííîé binder_context_mgr_node):

2945 static void binder_deferred_release(struct binder_proc *proc)

2946 {

2947 struct hlist_node *pos;

2948 struct binder_transaction *t;

2949 struct rb_node *n;

2950 int threads, nodes, incoming_refs, outgoing_refs, buffers,

active_transactions, page_count;

2951

2952 BUG_ON(proc->vma);

2953 BUG_ON(proc->files);

2954

2955 hlist_del(&proc->proc_node);

2956 if (binder_context_mgr_node && binder_context_mgr_node->proc == proc) {

2957 binder_debug(BINDER_DEBUG_DEAD_BINDER,

2958 "binder_release: %d context_mgr_node gone\n",
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2959 proc->pid);

2960 binder_context_mgr_node = NULL;

2961 }

Îñîáåííîñòüþ ýòîé ôóíêöèè ÿâëÿåòñÿ òî, ÷òî îíà âûçûâàåòñÿ èç êîíòåêñòà ïîòîêà ÿäðà � îíà âûçû-

âàåòñÿ èç ôóíêöèè binder_deferred_func, êîòîðàÿ ïåðèîäè÷åñêè ïîìåùàåòñÿ â workqueue.

2.3.3 Ïîäñèñòåìà ââîäà

Android èñïîëüçóåò ïîäñèñòåìó evdev äëÿ ñáîðà ñîáûòèé ââîäà ÿäðà. Äîáàâëåíèå ñîáûòèÿ ââîäà â î÷åðåäü,

÷èòàåìóþ ïîëüçîâàòåëüñêèì ïðîöåññîì, ïðîèñõîäèò â ôóíêöèè evdev_event (drivers/input/evdev.c):

73 static void evdev_event(struct input_handle *handle,

74 unsigned int type, unsigned int code, int value)

75 {

76 struct evdev *evdev = handle->private;

77 struct evdev_client *client;

78 struct input_event event;

79 struct timespec ts;

80

81 ktime_get_ts(&ts);

82 event.time.tv_sec = ts.tv_sec;

83 event.time.tv_usec = ts.tv_nsec / NSEC_PER_USEC;

84 event.type = type;

85 event.code = code;

86 event.value = value;

87

88 rcu_read_lock();

89

90 client = rcu_dereference(evdev->grab);

91 if (client)

92 evdev_pass_event(client, &event);

93 else

94 list_for_each_entry_rcu(client, &evdev->client_list, node)

95 evdev_pass_event(client, &event);

96

97 rcu_read_unlock();

98

99 wake_up_interruptible(&evdev->wait);

100 }

Ïîëå client_list ñòðóêòóðû evdev ñîäåðæèò ñïèñîê ïðîöåññîâ, îòêðûâøèõ óñòðîéñòâî /dev/input/eventX

(ïðåäñòàâëåííîå çäåñü ïåðåìåííîé evdev). Ïîñêîëüêó óñòðîéñòâî èäåíòèôèöèðóåòñÿ ïî ìèíîðíîìó íîìå-

ðó ôàéëà /dev/input/eventX, êîòîðûé îäèíàêîâ âî âñåõ çàïóùåííûõ êîíòåéíåðàõ, òî ïîòîêè InputReader

÷èòàþùèå ñîáûòèÿ ââîäà èç ïîäñèñòåìû evdev â ïàðàëëåëüíî ðàáîòàþùèõ îêðóæåíèÿõ Android, áóäóò

ïîëó÷àòü îäíè è òå æå ñîáûòèÿ ââîäà ÿäðà.

Ñõåìà âçàèìîäåéñòâèÿ ïîäñèñòåìû ââîäà ÿäðà c ïðîñòðàíñòâîì ïîëüçîâàòåëÿ ïîêàçàíà íà ðèñ. 1.
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Ðèñ. 1: Àðõèòåêòóðà ïîäñèñòåìû ââîäà ÿäðà

2.3.4 Òåëåôîíèÿ

Ïðîãðàììíûé ñòåê ïëàòôîðìû Android óïðàâëåíèÿ îáîðóäîâàíèåì äëÿ äîñòóïà ê ìîáèëüíûì ñåòÿì

óñòðîåí ñëåäóþùèì îáðàçîì:

1. API ïàêåòà com.android.internal.telephony,

2. äåìîí rild, ìóëüòèïëåêñèðóþùèé çàïðîñû ïîëüçîâàòåëüñêèõ ïðèëîæåíèé â àïïàðàòóðå äîñòóïà ê

ìîáèëüíûì ñåòÿì,

3. ïðîïðèåòàðíàÿ áèáëèîòåêà äîñòóïà ê îáîðóäîâàíèþ,

4. äðàéâåð GSM-ìîäåìà.

Èíòåðôåéñ ìåæäó êîìïîíåíòàìè (2) è (3) äîêóìåíòèðîâàí è íàçûâàåòñÿ RIL11. Ïðè îäíîâðåìåííîì

çàïóñêå íåñêîëüêèõ âèðòóàëüíûõ îêðóæåíèé Android íåîáõîäèìî:

• ïðåäîòâðàùàòü ïîâòîðíóþ èíèöèàëèçàöèþ îáîðóäîâàíèÿ,

• ìàðøðóòèçèðîâàòü âõîäÿùèå çâîíêè è SMS,

• óïðàâëÿòü èñõîäÿùèìè çâîíêàìè è SMS.

2.3.5 Ñåòåâàÿ ïîäñèñòåìà

Íåêîòîðûå ïðèëîæåíèÿ, â ÷àñòíîñòè, Android Market, òðåáóþò àêòèâíîãî áåñïðîâîäíîãî ñîåäèíåíèÿ12, ïî-

ýòîìó â êàæäîì âèðòóàëüíîì îêðóæåíèè äîëæåí ïðèñóòñòâîâàòü âèðòóàëüíûé áåñïðîâîäíîé èíòåðôåéñ,

êîòîðûé áû ïðåäîòâðàùàë ïîïûòêè âèðòóàëüíîãî îêðóæåíèÿ êîíôèãóðèðîâàòü ðåàëüíûé áåñïðîâîäíîé

ñåòåâîé èíòåðôåéñ, à òàêæå ïðåäîñòàâëÿë äîñòóï ê ôèçè÷åñêîé áåñïðîâîäíîé ñåòè.

2.3.6 Alarm

Alarm � ýòî äðàéâåð, ïîçâîëÿþùèé ïåðåâåñòè ïðîöåññ â ñîñòîÿíèå îæèäàíèÿ, à òàêæå ïðåäîñòàâëÿþùèé

äîñòóï ê ÷àñàì ðåàëüíîãî âðåìåíè ÿäðà. Åãî èíòåðôåéñ ýêñïîðòèðóåòñÿ ÷åðåç ioctl-âûçîâû óñòðîéñòâà

/dev/alarm.

11development/pdk/docs/porting/telephony.jd
12ïðè÷èíû òàêîãî ïîâåäåíèÿ íå ÿñíû
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Ïðè çàïóñêå âòîðîãî âèðòóàëüíîãî îêðóæåíèÿ Android íåêîòîðûå ioctl-âûçîâû ýòîãî äðàéâåðà âîçâðà-

ùàþòñÿ îøèáêè, âûçâàííûå íàëè÷èåì ñòàòè÷åñêîãî ñîñòîÿíèÿ:

[drivers/rtc/alarm-dev.c]

50 static int alarm_opened;

51 static DEFINE_SPINLOCK(alarm_slock);

52 static struct wake_lock alarm_wake_lock;

53 static DECLARE_WAIT_QUEUE_HEAD(alarm_wait_queue);

54 static uint32_t alarm_pending;

55 static uint32_t alarm_enabled;

56 static uint32_t wait_pending;

57

58 static struct alarm alarms[ANDROID_ALARM_TYPE_COUNT];

Âîò íà÷àëî îáðàáîò÷èêà ioctl-çàïðîñîâ ýòîãî äðàéâåðà:

[drivers/rtc/alarm-dev.c]

60 static long alarm_ioctl(struct file *file, unsigned int cmd, unsigned long arg)

61 {

62 int rv = 0;

63 unsigned long flags;

64 struct timespec new_alarm_time;

65 struct timespec new_rtc_time;

66 struct timespec tmp_time;

67 enum android_alarm_type alarm_type = ANDROID_ALARM_IOCTL_TO_TYPE(cmd);

68 uint32_t alarm_type_mask = 1U << alarm_type;

69

70 if (alarm_type >= ANDROID_ALARM_TYPE_COUNT)

71 return -EINVAL;

72

73 if (ANDROID_ALARM_BASE_CMD(cmd) != ANDROID_ALARM_GET_TIME(0)) {

74 if ((file->f_flags & O_ACCMODE) == O_RDONLY)

75 return -EPERM;

76 if (file->private_data == NULL &&

77 cmd != ANDROID_ALARM_SET_RTC) {

78 spin_lock_irqsave(&alarm_slock, flags);

79 if (alarm_opened) {

80 spin_unlock_irqrestore(&alarm_slock, flags);

81 return -EBUSY;

82 }

83 alarm_opened = 1;

84 file->private_data = (void *)1;

85 spin_unlock_irqrestore(&alarm_slock, flags);

86 }

87 }

Âèäíî, ÷òî ñòðîêè 76�81 çàïðåùàþò âûïîëíåíèå set-çàïðîñîâ íà ôàéëå /dev/alarm, åñëè åãî óæå

îòêðûë äðóãîé ïðîöåññ. Ýòî îçíà÷àåò, ÷òî äðàéâåð íå áóäåò îáñëóæèâàòü íèêàêèå âèðòóàëüíûå îêðóæåíèÿ,

êðîìå ïåðâîãî çàïóùåííîãî.
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2.3.7 Wake-áëîêèðîâêè

Wake-áëîêèðîâêà � îáúåêò ÿäðà, ðàçðàáîòàííûé â ðàìêà ïðîåêòà AOSP è ÿâëÿþùèéñÿ ÷àñòüþ åùå îäíîãî

ìåõàíèçìà óïðàâëåíèÿ ýíåðãîïîòðåáëåíèåì ÿäðà. Â ÿäðå åñòü workqueue suspend, êîòîðàÿ àêòèâèðóåòñÿ

ïðè ñíÿòèè wake-áëîêèðîâêè ôóíêöèåé wake_unlock13 ëèáî ïðè èñòå÷åíèè åå òàéìàóòà.

ßäðî ýêñïîðòèðóåò èíòåðôåéñ óïðàâëåíèÿ wake-áëîêèðîâêàìè ÷åðåç ôàéëû power/wake_lock è

power/wake_unlock ôàéëîâîé ñèñòåìû sysfs. Çàïèñü ñòðîêè S â ïåðâûé èç íèõ ïðèâîäèò ê ñîçäàíèþ

íîâîé wake-áëîêèðîâêè c èìåíåì S, åñëè åå íå ñóùåñòâóåò, è åå çàõâàòó.14 Àíàëîãè÷íî, çàïèñü ñòðîêè S â

ôàéë power/wake_unlock ïðèâåäåò ê îòïóñêàíèþ wakå-áëîêèðîâêè ñ èìåíåì S.

Òàêèì îáðàçîì, íåñêîëüêî îäíîâðåìåííî çàïóùåííûõ âèðòóàëüíûõ îêðóæåíèé Android áóäóò ïûòàòüñÿ

çàõâàòûâàòü è îòïóñêàòü îäíè è òå æå wake-áëîêèðîâêè, ÷òî íå ÿâëÿåòñÿ îæèäàåìûì ïîâåäåíèåì: äëÿ

êàæäîãî âèðòóàëüíîãî îêðóæåíèÿ äîëæåí áûòü ñâîé íàáîð èìåíîâàííûõ wake-áëîêèðîâîê.

Êðîìå òîãî, â ñòàòüå Cells óêàçûâàåòñÿ íà íåîáõîäèìîñòü âèðòóàëèçèðîâàòü íå òîëüêî wake-áëîêèðîâêè,

ýêñïîðòèðóåìûå ÷åðåç sysfs, íî è wake-áëîêèðîâêè, èñïîëüçóåìûå òîëüêî â ÿäðå. Îäíàêî â íàøèõ ýêñ-

ïåðèìåíòàõ íè ðàçó íå íàáëþäàëñÿ ïåðåõîä ìàøèíû â ñîñòîÿíèå ïîíèæåííîãî ýíåðãîïîòðåáëåíèÿ, âû-

çâàííûé wake-áëîêèðîâêàìè, ïîýòîìó áûëî ïðèíÿòî ðåøåíèå íå ðåàëèçîâûâàòü ìåòîäèêó âèðòóàëèçàöèè

wake-áëîêèðîâîê, èçëîæåííóþ â ñòàòüå Cells.

2.3.8 Äîñòóï ê óñòðîéñòâàì

Ôàéëîâàÿ ñèñòåìà cgroup ðåàëèçóåò âîçìîæíîñòü çàäàâàòü ñïèñîê óñòðîéñòâàì, ê êîòîðûì èìååò äîñòóï

ïðîöåññ.

2.4 Ïîñòàíîâêà çàäà÷è

Òàêèì îáðàçîì, â íàñòîÿùåé ðàáîòå áóäóò ðåøåíû ñëåäóþùèå çàäà÷è:

• àäàïòàöèÿ óòèëèò óïðàâëåíèÿ ïðîñòðàíñòâàìè èìåí ÿäðà Linux äëÿ ðàáîòû íà ñìàðòôîíå,

• îáåñïå÷åíèå ñîâìåñòíîãî äîñòóïà èç îäíîâðåìåííî ðàáîòàþùèõ êîíòåéíåðîâ ê

� äðàéâåðàì Binder è Alarm,

� äðàéâåðó evdev ïîäñèñòåìû ââîäà ÿäðà Linux,

� ñåðâèñó òåëåôîíèè,

� WiFi.

13kernel/power/wakelock.c
14kernel/power/userwakelock.c
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3 Ðåàëèçàöèÿ

3.1 Àðõèòåêòóðà

Àðõèòåêòóðà ðàçðàáàòûâàåìîãî ðåøåíèÿ ïðåäñòàâëåíà íà ðèñ. 2.

Ðèñ. 2: Àðõèòåêòóðà ñèñòåìû âèðòóàëèçàöèè

Íà ðèñ. 2 æèðíîé ðàìêîé îòìå÷åíû êîìïîíåíòû, êîòîðûå áûëè óïîìÿíóòû â ïðåäûäóùåì ðàçäåëå

è î êîòîðûõ ïîéäåò ðå÷ü â íàñòîÿùåì ðàçäåëå. Çàòåìíåííûì ïðÿìîóãîëüíèêîì îòìå÷åíû êîìïîíåíòû,

êîòîðûå íå âõîäÿò â îáëàñòü çàäà÷, ðåøàåìûõ â íàñòîÿùåé ðàáîòå, íî êîòîðûå çàâèñÿò îò êîìïîíåíòîâ,

îïèñàííûõ â íàñòîÿùåé ðàáîòå.

Êðàòêî îïèøåì íàçíà÷åíèå êàæäîãî êîìïîíåíòà:

• Ïàíåëü óïðàâëåíèÿ � ãðàôè÷åñêèé èíòåðôåéñ ê LXC; ïîçâîëÿåò

� âûâîäèòü ñïèñîê êîíòåéíåðîâ, èìåþùèõñÿ íà ñìàðòôîíå,

� çàïóñêàòü âûáðàííûé êîíòåéíåð,

� ïåðåêëþ÷àòüñÿ â âûáðàííûé êîíòåéíåð.

• LXC � íàáîð óòèëèò óïðàâëåíèÿ âèðòóàëüíûìè êîíòåéíåðàìè; ýòè óòèëèòû ïîçâîëÿþò

� çàïóñêàòü è îñòàíàâëèâàòü êîíòåéíåð,

� óïðàâëÿòü îãðàíè÷åíèÿìè íà ðåñóðñû, äîñòóïíûå êîíòåéíåðó,

� óïðàâëÿòü äîñòóïîì ê ñèñòåìíûì óñòðîéñòâàì.

Êðîìå òîãî, óòèëèòà, ïðåäíàçíà÷åííàÿ äëÿ çàïóñêà êîíòåéíåðà (lxc_start), óâåäîìëÿåò ñóïåðâèçîð

ÿäðà î çàïóñêå êîíòåéíåðà.
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• Ñóïåðâèçîð ÿäðà (êîìïîíåíò AndCont Supervisor íà äèàãðàììå)

� èíèöèàëèçèðóåò âèðòóàëüíîå ñîñòîÿíèå äðàéâåðîâ, ïåðåõâàòûâàÿ ìîìåíò çàïóñêà êîíòåéíåðà,

� ðåàëèçóåò ïåðåêëþ÷åíèå ìåæäó êîíòåéíåðàìè.

• Ìåõàíèçì ìåæêîíòåéíåðíîãî âçàèìîäåéñòâèÿ (ICC) � ñðåäñòâî êîììóíèêàöèè ìåæäó êîíòåéíåðàìè

íà áàçå Netlink, îáõîäÿùåå ïðîâåðêè â ïðèêëàäíûõ ñåòåâûõ ïðîòîêîëàõ.

• Äèñïåò÷åð ââîäà îáåñïå÷èâàåò ñîâìåñòíîå èñïîëüçîâàíèå óñòðîéñòâ ââîäà Android'àìè, ðàáîòàþùè-

ìè ïàðàëëåëüíî.

• Binder � äðàéâåð IPC, ðåàëèçîâàííûé â ðàìêàõ ïðîåêòà AOSP.

• Alarm � èíòåðôåéñ ê ÷àñàì ðåàëüíîãî âðåìåíè.

• Ïðîêñè-ñåðâåð RIL îáåñïå÷èâàåò ñîâìåñòíûé äîñòóï íåñêîëüêèõ Android'îâ ê îáîðóäîâàíèþ äîñòóïà

ê ìîáèëüíûì ñåòÿì.

• Ïðîêñè-êëèåíò RIL ïðèíèìàåò çàïðîñû ê ñåðâèñó òåëåôîíèè îò ïðèëîæåíèé â êîíòåéíåðå.

• Âñïîìîãàòåëüíûé êîíòåéíåð ïðåäíàçíà÷åí äëÿ çàïóñêà ñèñòåìíûõ äåìîíîâ è áèáëèîòåê Android, ïî

ðàçíûì ïðè÷èíàì âûíåñåííûõ èç ãîñòåâûõ Android'îâ.

3.2 Èíôðàñòðóêòóðà AndCont, âñòðàèâàåìàÿ â ÿäðî

Äëÿ óïðàâëåíèÿ âèðòóàëüíûìè êîíòåéíåðàìè è èõ ñîñòîÿíèåì â ÿäðî áûëà äîáàâëåíà ãðóïïà ìîäóëåé,

êîòîðóþ áóäåì íàçûâàòü AndCont. AndCont ìîæíî ðàçäåëèòü íà äâå ÷àñòè:

• ñóïåðâèçîð � êîìïîíåíò, îòâå÷àþùèé çà ñîçäàíèå, óíè÷òîæåíèå è ïåðåêëþ÷åíèå âèðòóàëüíûõ êîí-

òåéíåðîâ, à òàêæå õðàíåíèå èõ âèðòóàëüíîãî ñîñòîÿíèÿ;

• äðàéâåð âèðòóàëüíîãî óñòðîéñòâà � óïðàâëÿåò ÷àñòüþ ñîñòîÿíèÿ âèðòóàëüíîãî êîíòåéíåðà.

Âèðòóàëüíûé ñìàðòôîí (ìû åãî òàêæå íàçûâàåì êîíòåéíåðîì) ïðåäñòàâëåí â èíôðàñòðóêòóðå AndCont

ñëåäóþùåé ñòðóêòóðîé:

struct andcont_virt_phone {

vcid_t id;

spinlock_t lock;

#ifdef CONFIG_ANDCONT_SUPERVISOR_POWER_MANAGEMENT

unsigned int suspended;

#endif

//driver specific structures

#ifdef CONFIG_ANDCONT_VALARM_DEV

alarm_state_t alst;

#endif

#ifdef CONFIG_ANDCONT_VBINDER

binder_state_t bs;

#endif

#ifdef CONFIG_ANDCONT_VIRTUAL_FB

vfb_phone_data_t vfb_pd;

#endif

#ifdef CONFIG_ANDCONT_VPM_SGS2

vpmsgs2_state_t vpmsgs2;

#endif
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#ifdef CONFIG_ANDCONT_DEMO_DRIVER

my_phone_data_t mpd;

#endif

}

Åå ïîëÿ èìåþò ñëåäóþùèé ñìûñë:

• id � èäåíòèôèêàòîð êîíòåéíåðà. Ìû áóäåì èñïîëüçîâàòü ïîëå nsproxy ñòðóêòóðû task_struct, íà

êîòîðóþ óêàçûâàåò current, â êà÷åñòâå èäåíòèôèêàòîðà òåêóùåãî êîíòåéíåðà. Åäèíñòâåííàÿ ïðî-

áëåìà ýòîãî ðåøåíèÿ � âûïîëíåíèå ñèñòåìíîãî âûçîâà clone(), êîòîðûé ñêîïèðóåò õîòÿ áû îäíî

ïðîñòðàíñòâî èìåí; òàêàÿ ñèòóàöèÿ, âèäèìî, ìàëîâåðîÿòíà. Êîíå÷íî, ëó÷øèì ñëåäóåò ïðèçíàòü ðå-

øåíèå OpenVZ, â êîòîðîì ïîä èäåíòèôèêàòîð âèðòóàëüíîãî îêðóæåíèÿ ðåçåðâèðóåòñÿ ïîëå â ñòðóê-

òóðå task_struct, íî òîãäà íàì áû ïðèøëîñü ìîäèôèöèðîâàòü êîä ôóíêöèè do_fork, äëÿ òîãî ÷òîáû

îíà êîððåêòíî íàñëåäîâàëà èäåíòèôèêàòîðû êîíòåéíåðîâ.

• alst � âèðòóàëüíîå ñîñòîÿíèå äðàéâåðà Alarm.

• bs � âèðòóàëüíîå ñîñòîÿíèå äðàéâåðà Binder.

• vfb_pd � âèðòóàëüíîå ñîñòîÿíèå äðàéâåðà ôðåéìáóôåðà.

• vpmsgs2 � âèðòóàëüíîå ñîñòîÿíèå äðàéâåðà óïðàâëåíèÿ ïèòàíèåì äëÿ ñìàðòôîíà Samsung Galaxy

SII ([áóäåò] îïèñàí â äîêëàäå Åâãåíèÿ).

3.2.1 Ñóïåðâèçîð

Ñóïåðâèçîð ïðåäíàçíà÷åí äëÿ ðåøåíèÿ ñëåäóþùèõ çàäà÷:

• ñîçäàíèå âèðòóàëüíîãî ñîñòîÿíèÿ êîíòåéíåðà ïðè ïîëó÷åíèè ñïåöèàëüíîãî ñîîáùåíèÿ îò ïîëüçîâà-

òåëüñêîãî ïðèëîæåíèÿ;

• ïåðåêëþ÷åíèå àêòèâíîãî êîíòåéíåðà;

• óíè÷òîæåíèå âèðòóàëüíîãî ñîñòîÿíèÿ êîíòåéíåðà ïðè åãî îñòàíîâêå è óâåäîìëåíèå ïîëüçîâàòåëüñêèõ

ïðèëîæåíèé îá ýòîì ñîáûòèè.

Â êà÷åñòâå òðàíñïîðòà äëÿ âçàèìîäåéñòâèÿ ñ ñóïåðâèçîðîì áûë âûáðàí ïðîòîêîë ñåìåéñòâà Netlink ñ

íîìåðîì 17 (NETLINK_SUPERVISOR). Êàæäîå ñîîáùåíèå, àäðåñîâàííîå ñóïåðâèçîðó èëè ïîñûëàåìîå èì, íà-

÷èíàåòñÿ ñòàíäàðòíûì çàãîëîâêîì ïðîòîêîëîâ Netlink � ñòðóêòóðîé struct nlmsghdr. Ïîëå nlmsg_type

ýòîãî çàãîëîâêà äåëèòñÿ íà äâå ÷àñòè: âåðõíÿÿ ÷àñòü èíòåðïðåòèðóåòñÿ êàê íîìåð ïîäñèñòåìû ñóïåðâè-

çîðà, à íèæíÿÿ ìîæåò âûáèðàòüñÿ ïðîèçâîëüíî. Ñåé÷àñ â ñóïåðâèçîðå èìååòñÿ äâå ïîäñèñòåìû:

• ANDCONT_SUBSYS_KERNEL (1) � ïîäñèñòåìà óïðàâëåíèÿ âèðòóàëüíûìè êîíòåéíåðàìè è óâåäîìëåíèÿ

îá èçìåíåíèè èõ ñîñòîÿíèÿ (áóäåò îïèñàíà â ýòîì ðàçäåëå);

• ANDCONT_SUBSYS_ROUTER (2) � ïîäñèñòåìà ìåæêîíòåéíåðíîãî âçàèìîäåéñòâèÿ (áóäåò îïèñàíà â ñëå-

äóþùåì ðàçäåëå).

Äëÿ ñóïåðâèçîðà ðåçåðâèðóåòñÿ ïåðâàÿ øèðîêîâåùàòåëüíàÿ ãðóïïà ïðîòîêîëà NETLINK_SUPERVISOR,

â êîòîðóþ ïîäñèñòåìà óïðàâëåíèÿ êîíòåéíåðàìè ðàññûëàåò óâåäîìëåíèÿ îá èçìåíåíèè ñîñòîÿíèÿ âèðòó-

àëüíûõ êîíòåéíåðîâ.

Â ñîîáùåíèè ïîäñèñòåìû óïðàâëåíèÿ êîíòåéíåðàìè ïîñëå çàãîëîâêà Netlink èäåò çàãîëîâîê, îïèñû-

âàåìûé ñëåäóþùåé ñòðóêòóðîé:
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enum andcont_supervisor_event_t {

ANDCONT_SUPERV_EVENT_PHONE_ADDED,

ANDCONT_SUPERV_EVENT_PHONE_REMOVED,

ANDCONT_SUPERV_EVENT_FOREGROUND_CHANGED

};

typedef struct {

enum andcont_supervisor_event_t event;

void* arg;

} andcont_msg_event_t;

Çíà÷åíèå ïåðå÷èñëåíèÿ andcont_supervisor_event_t îïèñûâàþò òðè òèïà èçìåíåíèÿ ñîñòîÿíèÿ âèð-

òóàëüíîãî êîíòåéíåðà:

• ANDCONT_SUPERV_EVENT_PHONE_ADDED� ýòî ñîîáùåíèå îòïðàâëÿåòñÿ ïðîãðàììîé èíèöèàëèçàöèè êîí-

òåéíåðà ïåðåä çàïóñêîì äåìîíà init êîíòåéíåðà; çíà÷åíèå ïîëÿ arg â ýòîì ñëó÷àå íå îïðåäåëåíî.

Ïîñëå ñîçäàíèÿ âèðòóàëüíîãî ñîñòîÿíèÿ äëÿ çàïóñêàåìîãî êîíòåéíåðà ñóïåðâèçîð ðåòðàíñëèðóåò ýòî

ñîîáùåíèå â ñâîþ ãðóïïó øèðîêîâåùàíèÿ, ïðîèíèöèàëèçèðîâàâ ïîëå arg íîìåðîì ïåðâîãî ïðîöåññà

â êîíòåéíåðå � çäåñü èñïîëüçóåòñÿ îäíî èç ñâîéñòâ ðåàëèçàöèè Netlink � îáðàáîò÷èê âõîäÿùåãî

ñîîáùåíèÿ Netlink âûçûâàåòñÿ â êîíòåêñòå ïðîöåññà, ïîñëàâøåãî ýòî ñîîáùåíèå.

• ANDCONT_SUPERV_EVENT_PHONE_REMOVED � ñóïåðâèçîð îòïðàâëÿåò ýòî ñîîáùåíèå â ñâîþ ãðóïïó øèðî-

êîâåùàíèÿ ïðè óíè÷òîæåíèè âñåõ ïðîñòðàíñòâ èìåí êîíòåéíåðà. Ôàêòè÷åñêè ïåðåõâàòûâàåòñÿ âûçîâ

ôóíêöèè free_nsproxy, êîòîðàÿ âûçûâàåòñÿ ïðè óíè÷òîæåíèè ïîñëåäíåãî ïðîöåññà â êîíòåéíåðå.

• ANDCONT_SUPERV_EVENT_FOREGROUND_CHANGED � ïîëüçîâàòåëüñêàÿ ïðîãðàììà îòïðàâëÿåò ýòîãî ñîîá-

ùåíèå, ÷òîáû ïåðåêëþ÷èòü àêòèâíûé êîíòåéíåð; ïîñëå òîãî êàê âñå âèðòóàëèçèðîâàííûå äðàéâåðû

îáðàáîòàþò ýòî ñîáûòèå, ñîîáùåíèå ðåòðàíñëèðóåòñÿ â ãðóïïó øèðîêîâåùàíèÿ ñóïåðâèçîðà.

3.2.2 Ìåõàíèçì ìåæêîíòåéíåðíîãî âçàèìîäåéñòâèÿ

Ðàçðàáàòûâàåìîå ðåøåíèå ñîäåðæèò êëèåíò-ñåðâåðíûå êîìïîíåíòû (ïðîêñè-RIL, ïðîêñè-àóäèî), êëèåíò-

ñêàÿ è ñåðâåðíàÿ ÷àñòè êîòîðûõ ðàáîòàþò â ðàçíûõ ñåòåâûõ ïðîñòðàíñòâàõ èìåí. Áûëè ïðåäïðèíÿòû

èñïîëüçîâàòü ñëåäóþùèå ñóùåñòâóþùèå â ÿäðå Linux ìåõàíèçìû â êà÷åñòâå òðàíñïîðòà ìåæäó êëèåíò-

ñêîé è ñåðâåðíîé ÷àñòÿìè òàêèõ êîìïîíåíò:

• ëîêàëüíûå Unix-ñîêåòû � ïîïûòêà îêàçàëàñü íåóñïåøíîé, ïîñêîëüêó ÿäðî çàïðåùàåò óñòàíîâêó ñî-

åäèíåíèÿ ìåæäó äâóìÿ òàêèìè ñîêåòàìè, ñóùåñòâóþùèìè â ðàçíûõ ñåòåâûõ ïðîñòðàíñòâàõ èìåí:

ýòà ïîëèòèêà ðåàëèçîâàíà â ôóíêöèè unix_find_socket_byinode, êîòîðàÿ, â ÷àñòíîñòè, âûçûâàåòñÿ

ïðè óñòàíîâêå ñîåäèíåíèÿ:

[net/unix/af_unix.c]

285 static struct sock *unix_find_socket_byinode(struct net *net, struct inode *i)

286 {

287 struct sock *s;

288 struct hlist_node *node;

289

290 spin_lock(&unix_table_lock);

291 sk_for_each(s, node,

292 &unix_socket_table[i->i_ino & (UNIX_HASH_SIZE - 1)]) {

293 struct dentry *dentry = unix_sk(s)->dentry;
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294

295 if (!net_eq(sock_net(s), net))

296 continue;

297

298 if (dentry && dentry->d_inode == i) {

299 sock_hold(s);

300 goto found;

301 }

302 }

303 s = NULL;

304 found:

305 spin_unlock(&unix_table_lock);

306 return s;

307 }

• Netlink � ïîïûòêà òàêæå îêàçàëàñü íåóñïåøíîé ïî òîé æå ïðè÷èíå: â ÷àñòíîñòè, òàêàÿ ïîëèòèêà

ðåàëèçîâàíà â ôóíêöèè netlink_lookup, êîòîðàÿ èùåò Netlink-ñîêåò â óêàçàííîì ñåòåâîì ïðîñòðàí-

ñòâå èìåí:

[net/netlink/af_netlink.c]

229 static inline struct sock *netlink_lookup(struct net *net, int protocol,

230 u32 pid)

231 {

232 struct nl_pid_hash *hash = &nl_table[protocol].hash;

233 struct hlist_head *head;

234 struct sock *sk;

235 struct hlist_node *node;

236

237 read_lock(&nl_table_lock);

238 head = nl_pid_hashfn(hash, pid);

239 sk_for_each(sk, node, head) {

240 if (net_eq(sock_net(sk), net) && (nlk_sk(sk)->pid == pid)) {

241 sock_hold(sk);

242 goto found;

243 }

244 }

245 sk = NULL;

246 found:

247 read_unlock(&nl_table_lock);

248 return sk;

249 }

Ýòà ôóíêöèÿ âûçûâàåòñÿ ôóíêöèåé netlink_getsockbypid, êîòîðàÿ, â ñâîþ î÷åðåäü, âûçûâàåòñÿ

ôóíêöèåé netlink_unicast, ïðè÷åì â ïàðàìåòðå net îêàçûâàåòñÿ óêàçàòåëü íà ñåòåâîå ïðîñòðàíñòâî

èìåí, êîòîðîìó ïðèíàäëåæèò ñîêåò, ÷åðåç êîòîðûé îòñûëàåòñÿ ñîîáùåíèå. Ïðîâåðêà â ñòðîêå 240 íå

ïîçâîëèò ïðîéòè ñîîáùåíèþ ìåæäó ñåòåâûìè ïðîñòðàíñòâàìè èìåí.

Àíàëîãè÷íàÿ ïîëèòèêà ðåàëèçîâàíà â ôóíêöèè do_one_broadcast, êîòîðàÿ îñóùåñòâëÿåò øèðîêî-

âåùàòåëüíóþ ðàññûëêó ñîîáùåíèÿ Netink:
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[net/netlink/af_netlink.c]

985 static inline int do_one_broadcast(struct sock *sk,

986 struct netlink_broadcast_data *p)

987 {

988 struct netlink_sock *nlk = nlk_sk(sk);

989 int val;

990

991 if (p->exclude_sk == sk)

992 goto out;

993

994 if (nlk->pid == p->pid || p->group - 1 >= nlk->ngroups ||

995 !test_bit(p->group - 1, nlk->groups))

996 goto out;

997

998 if (!net_eq(sock_net(sk), p->net))

999 goto out;

Ïðîâåðêà íà ñòðîêå 998 ñíîâà íå ïîçâîëèò ïðîéòè ñîîáùåíèþ ìåæäó ñåòåâûìè ïðîñòðàíñòâàìè èìåí.

• Unix FIFO � îêàçàëîñü, ÷òî ýòîò ìåõàíèçì ïîäõîäèò äëÿ íàøåé çàäà÷è, íî ó íåãî åñòü ñëåäóþùèå

íåäîñòàòêè:

� êàíàë Unix ÿâëÿåòñÿ îäíîíàïðàâëåííûì, ïîýòîìó äëÿ äóïëåêñíîãî ñîåäèíåíèÿ íåîáõîäèìî ñî-

çäàâàòü ïî äâà êàíàëà;

� íåîáõîäèì ïðîìåæóòî÷íûé àãåíò, êîòîðûé áû ñîåäèíÿë êëèåíòñêèå è ñåðâåðíûé ÷àñòè, ïî-

ñêîëüêó êàíàë íåëüçÿ ðàçìåñòèòü â ôàéëîâîé ñèñòåìå òàê, ÷òîáû îí áûë äîñòóïåí â ðàçíûõ

êîíòåéíåðàõ.

• Èñïîëüçîâàíèå èíôðàñòðóêòóðû âèðòóàëèçàöèè ñåòè îïÿòü æå òðåáóåò íàëè÷èÿ ïðîìåæóòî÷íîãî

àãåíòà â êîðíåâîì ïðîñòðàíñòâå èìåí.

Ïî ýòîé ïðè÷èíå áûëî ïðèíÿòî ðåøåíèå ñîçäàòü ñîáñòâåííûé ìåõàíèçì, êîòîðûé ìû áóäåì íàçûâàòü

ðîóòåðîì, íà îñíîâå Netlink. Ïîñêîëüêó ñóïåðâèçîð òîæå èñïîëüçóåò Netlink, òî ïðîòîêîë ðîóòåðà ñòàë

ðàñøèðåíèåì ïðîòîêîëà ñóïåðâèçîðà. Ñîîáùåíèÿ ðîóòåðà èìåþò íîìåð ïîäñèñòåìû 2, çàãîëîâîê òàêîãî

ñîîáùåíèÿ îïðåäåëåí ñëåäóþùèì îáðàçîì:

typedef struct {

pid_t dest;

pid_t src_pid;

uint32_t dst_group;

uint32_t type;

} andcont_router_msg_t;

Ïîëÿ ýòîãî çàãîëîâêà èìåþò ñëåäóþùèé ñìûñë:

• dest � PID ïåðâîãî ïðîöåññà êîíòåéíåðà â êîðíåâîì ïðîñòðàíñòâå èìåí;

• src_pid � PID ïåðâîãî ïðîöåññà êîíòåéíåðà, îòïðàâèâøåãî ýòî ñîîáùåíèå, çàïîëíÿåòñÿ ÿäðîì.

• dst_group � ãðóïïà øèðîêîâåùàíèÿ, â êîòîðóþ äîëæíî áûòü äîñòàâëåíî ñîîáùåíèå;
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• type � ïîëå, çàðåçåðâèðîâàííîå äëÿ ïîëüçîâàòåëüñêîãî ïðîòîêîëà.

Îáùàÿ ñõåìà èñïîëüçîâàíèÿ ðîóòåðà âûãëÿäèò ñëåäóþùèì îáðàçîì: äëÿ êàæäîãî âèðòóàëèçèðóåìîãî

â ïðîñòðàíñòâå ïîëüçîâàòåëÿ ñåðâèñà ðåçåðâèðóåòñÿ ãðóïïà øèðîêîâåùàíèÿ Netlink, çàòåì êëèåíòñêàÿ

÷àñòü ïðîêñè ýòîãî ñåðâèñà îòêðûâàåò ñîêåò Netlink â ýòîé ãðóïïå. Çàòåì â çàãîëîâêàõ âñåõ çàïðîñîâ,

îòïðàâëÿåìûõ íà ñåðâåðíóþ ÷àñòü ïðîêñè, çíà÷åíèå ïîëÿ dest óñòàíàâëèâàåòñÿ ðàâíûì 1 � ñåðâåðíàÿ

÷àñòü äîëæíà ðàáîòàòü â êîðíåâîì ñåòåâîì ïðîñòðàíñòâå èìåí. Äàëåå, ñåðâåðíàÿ ÷àñòü ïðîêñè çàïîìèíàåò

çíà÷åíèå ïîëÿ src_pid â ñîîáùåíèå çàïðîñà è ïîìåùàåò åãî â ïîëå dest ñîîáùåíèÿ-îòâåòà.

3.3 Èçîëèðîâàííîå îêðóæåíèå èñïîëíåíèÿ

3.3.1 LXC

Äëÿ îðãàíèçàöèè èçîëèðîâàííûõ îêðóæåíèé áûë âûáðàí íàáîð óòèëèò LXC, ïîñêîëüêó îí ïðåäîñòàâëÿåò

ãîòîâîå ðåøåíèå äëÿ èçîëÿöèè èäåíòèôèêàòîðîâ ïðîöåññîâ, âèðòóàëèçàöèè ñåòè, à òàêæå óïðàâëåíèÿ

ðåñóðñàìè, ïîòðåáëÿåìûìè êàæäûì âèðòóàëüíûì îêðóæåíèåì.

Ðàññìàòðèâàëñÿ òàêæå âàðèàíò èñïîëüçîâàíèÿ äëÿ ýòèõ öåëåé èíôðàñòðóêòóðû OpenVZ, íî ýòîò âàðè-

àíò áûë îòâåðãíóò ïî ñëåäóþùèì ïðè÷èíàì:

• Òåêóùàÿ ýêñïåðèìåíòàëüíàÿ âåðñèÿ ïàò÷à OpenVZ ðàçðàáàòûâàåòñÿ äëÿ ÿäðà âåðñèè 2.6.32, íî íà

ñìàðòôîíàõ, íà êîòîðûõ òåñòèðîâàëîñü íàøå ðåøåíèå, ðàáîòàþò ÿäðà âåðñèè 2.6.35.

• Ïðè ïîïûòêå íàëîæèòü ïàò÷ OpenVZ íà îäíî èç èñïîëüçóåìûõ ÿäåð íå óäàëîñü ïðîïàò÷èòü 166

ôàéëîâ èç 1682; êðîìå òîãî, ïàò÷ ìîäèôèöèðóåò 34 ôàéëà, ñïåöèôè÷íûõ äëÿ àðõèòåêòóðû x86.

Ïîðòèðîâàíèå òàêîãî êîëè÷åñòâà èçìåíåíèé íà ÿäðî 2.6.35 áûëî ñî÷òåíî íåöåëåñîîáðàçíûì.

Ñëåäóåò îòìåòèòü, ÷òî, îòêàçàâøèñü îò OpenVZ, ìû ëèøèëèñü ãîòîâîãî ðåøåíèÿ ïî âèðòóàëèçàöèè

sysfs: ïðè ñîçäàíèè íîâîãî âèðòóàëüíîãî îêðóæåíèÿ OpenVZ êîïèðóåò äåðåâî kobject'îâ õîñòîâîãî îêðó-

æåíèÿ.

3.3.2 Ìîäèôèêàöèè LXC

Íàáîð óòèëèò LXC ïðèøëîñü àäàïòèðîâàòü äëÿ íàøèõ öåëåé.

Ñáðîñ ïîëíîìî÷èÿ CAP_SYS_BOOT Ðàññìîòðèì ôàéë lxc/src/start.c

421 static int do_start(void *data)

422 {

423 struct lxc_handler *handler = data;

[...]

455 if (prctl(PR_CAPBSET_DROP, CAP_SYS_BOOT, -1, 0, 0)) {

456 SYSERROR("failed to remove CAP_SYS_BOOT capability");

457 return -1;

458 }

do_start � ôóíêöèÿ, êîòîðàÿ ïîäãîòàâëèâàåò êîíòåéíåð ê çàïóñêó, åé ïåðåäàåòñÿ óïðàâëåíèÿ ïîñëå çà-

âåðøåíèÿ ñèñòåìíîãî âûçîâà clone(). Íà 455 ñòðîêå ýòà ôóíêöèÿ ñáðàñûâàåò ïîëíîìî÷èå CAP_SYS_BOOT ó

çàïóñêàåìîãî êîíòåéíåðà. Îäíàêî âïîñëåäñòâèè ïðîöåññ zygote ïûòàåòñÿ âûñòàâèòü ðàçðåøåííûå ïîëíî-

ìî÷èÿ 07C13C20 (130104352), ò. å. ïûòàåòñÿ ðàçðåøèòü ïîëíîìî÷èå CAP_SYS_BOOT (0x400000). Ïðîèñõîäèò

ýòî ñëåäóþùèì îáðàçîì15:

1. init çàïóñêàåò ïðîöåññ app_process ñ ïàðàìåòðàìè:

15êàê ýòî áûëî îáíàðóæåíî íà ñàìîì äåëå: http://osll.spb.ru/issues/3031#note-11
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/system/bin/app_process -Xzygote /system/bin --zygote --start-system-server

2. Ïðîöåññ app_process çàïóñêàåò âèðòóàëüíóþ ìàøèíó Dalvik, à â íåé � êëàññ

com.android.internal.os.ZygoteInit.

3. Ìåòîä main êëàññà com.android.internal.os.ZygoteInit âûçûâàåò ìåòîä startSystemServer:

[frameworks/base/core/java/com/android/internal/os/ZygoteInit.java]

533 private static boolean startSystemServer()

534 throws MethodAndArgsCaller, RuntimeException {

535 /* Hardcoded command line to start the system server */

536 String args[] = {

537 "--setuid=1000",

538 "--setgid=1000",

539 "--setgroups=1001,1002,1003,1004,1005,1006,1007,1008,1009,1010,1018,

1300,3001,3002,3003",

540 "--capabilities=130104352,130104352",

541 "--runtime-init",

542 "--nice-name=system_server",

543 "com.android.server.SystemServer",

544 };

545 ZygoteConnection.Arguments parsedArgs = null;

546

547 int pid;

548

549 try {

[...]

562 pid = Zygote.forkSystemServer(

563 parsedArgs.uid, parsedArgs.gid,

564 parsedArgs.gids, debugFlags, null,

565 parsedArgs.permittedCapabilities,

566 parsedArgs.effectiveCapabilities);

4. Ìåòîä Zygote.forkSystemServer ÿâëÿåòñÿ íàòèâíûì:

[dalvik/vm/native/dalvik_system_Zygote.c]

491 static void Dalvik_dalvik_system_Zygote_forkSystemServer(

492 const u4* args, JValue* pResult)

493 {

494 pid_t pid;

495 pid = forkAndSpecializeCommon(args, true);

5. Ôóíêöèÿ forkAndSpecializeCommon ïûòàåòñÿ óñòàíîâèòü ïîëíîìî÷èÿ (ñòðîêà 445):

357 static pid_t forkAndSpecializeCommon(const u4* args, bool isSystemServer)

358 {

359 pid_t pid;
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360

361 uid_t uid = (uid_t) args[0];

362 gid_t gid = (gid_t) args[1];

363 ArrayObject* gids = (ArrayObject *)args[2];

364 u4 debugFlags = args[3];

365 ArrayObject *rlimits = (ArrayObject *)args[4];

366 int64_t permittedCapabilities, effectiveCapabilities;

367

368 if (isSystemServer) {

[...]

376 permittedCapabilities = args[5] | (int64_t) args[6] << 32;

377 effectiveCapabilities = args[7] | (int64_t) args[8] << 32;

378 } else {

379 permittedCapabilities = effectiveCapabilities = 0;

380 }

[...]

445 err = setCapabilities(permittedCapabilities, effectiveCapabilities);

6. Íàêîíåö, ôóíêöèÿ setCapabilities äåëàåò ñèñòåìíûé âûçîâ capset (ñòðîêà 347):

331 static int setCapabilities(int64_t permitted, int64_t effective)

332 {

333 #ifdef HAVE_ANDROID_OS

334 struct __user_cap_header_struct capheader;

335 struct __user_cap_data_struct capdata;

336

337 memset(&capheader, 0, sizeof(capheader));

338 memset(&capdata, 0, sizeof(capdata));

339

340 capheader.version = _LINUX_CAPABILITY_VERSION;

341 capheader.pid = 0;

342

343 capdata.effective = effective;

344 capdata.permitted = permitted;

345

346 LOGV("CAPSET perm=%llx eff=%llx\n", permitted, effective);

347 if (capset(&capheader, &capdata) != 0)

348 return errno;

Èç ïðèâåäåííûõ ôðàãìåíòîâ êîäà âèäíî, ÷òî çíà÷åíèå ðàçðåøåííûõ ïîëíîìî÷èé îïðåäåëÿåòñÿ çíà÷å-

íèåì ñòðîêîé 540 ôàéëà ZygoteInit.java. Ïîñêîëüêó ìû õîòèì âíîñèòü ìèíèìàëüíîå êîëè÷åñòâî èçìå-

íåíèé â Android è, òåì áîëåå, â åãî ÷àñòü, íàïèñàííóþ íà Java, òî áûëî ïðèíÿòî ðåøåíèå óäàëèòü ñòðîêè

455�458 èç ôàéëà lxc/src/lxc_start.c.

Îòêðûòûå ôàéëîâûå äåñêðèïòîðû Åùå ðàç ïîñìîòðèì ôàéë src/lxc/start.c:

139 int lxc_check_inherited(int fd_to_ignore)

140 {
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141 struct dirent dirent, *direntp;

142 int fd, fddir;

143 DIR *dir;

144 int ret = 0;

145

146 dir = opendir("/proc/self/fd");

[...]

152 fddir = dirfd(dir);

153

154 while (!readdir_r(dir, &dirent, &direntp)) {

155 char procpath[64];

156 char path[PATH_MAX];

[...]

167 fd = atoi(direntp->d_name);

[...]

174 /*

175 * found inherited fd

176 */

177 ret = -1;

178

179 snprintf(procpath, sizeof(procpath), "/proc/self/fd/%d", fd);

180

181 if (readlink(procpath, path, sizeof(path)) == -1)

182 ERROR("readlink(%s) failed : %m", procpath);

183 else

184 ERROR("inherited fd %d on %s", fd, path);

185 }

186

[...]

189 return ret;

Ôóíêöèÿ lxc_check_inherited âûçûâàåòñÿ ôóíêöèåé lxc_start, êîòîðàÿ âûçûâàåòñÿ óòèëèòîé

lxc_start äëÿ çàïóñêà êîíòåéíåðà:

625 int lxc_start(const char *name, char *const argv[], struct lxc_conf *conf)

626 {

[...]

630

631 if (lxc_check_inherited(-1))

632 return -1;

Èç ïðèâåäåííûõ ôðàãìåíòîâ êîäà âèäíî, ÷òî ôóíêöèÿ lxc_start âåðíåò îøèáêó, åñëè ôóíêöèÿ

lxc_check_inherited îáíàðóæèò óíàñëåäîâàííûé ôàéëîâûé äåñêðèïòîð. Âûÿñíèëîñü16, ÷òî íåêîòîðûå

ôàéëîâûå äåñêðèïòîðû ¾óòåêàþò¿ èç äåìîíà adbd, ÷òî äåëàåò íåâîçìîæíûì èñïîëüçîâàíèå LXC âîîáùå.

Ïðè÷èíà òàêîãî ïîâåäåíèÿ íå î÷åíü ÿñíà, íî äëÿ òîãî ÷òîáû óäîâëåòâîðèòü òðåáîâàíèå îòñóòñòâèÿ

óíàñëåäîâàííûõ ôàéëîâûõ äåñêðèïòîðîâ, ñòðîêè 179�184 áûëà çàìåíåíû íà ñòðîêó

close(fd);

16http://osll.spb.ru/issues/3004#note-32
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Óâåäîìëåíèÿ ñóïåðâèçîðà óðîâíÿ ÿäðà Ñóïåðâèçîð óðîâíÿ ÿäðà íåîáõîäèìî óâåäîìèòü î çàïóñêå

íîâîãî êîíòåéíåðà äëÿ òîãî, ÷òîáû îí ñîçäàë ýêçåìïëÿð âèðòóàëüíîãî ñîñòîÿíèÿ äðàéâåðîâ, îïèñàííûõ â

ñëåäóþùèõ ðàçäåëàõ.

Áûëî ðåàëèçîâàíî äâà âàðèàíòà ðåøåíèÿ ýòîé çàäà÷è:

• ñ ïîìîùüþ ôàéëà ïîä êàòàëîãîì /dev,

• ñ ïîìîùüþ ñèíõðîííîãî ñîîáùåíèÿ ïðîòîêîëà Netlink.

Ñåé÷àñ ðåàëèçîâàí âòîðîé âàðèàíò ÷åðåç ìåõàíèçì ìåæêîíòåéíåðíîãî âçàèìîäåéñòâèÿ.

3.4 Binder

Èç ñêàçàííîãî â ðàçäåëå 2.3.2 ñëåäóåò, ÷òî íåîáõîäèìî èìåòü èçîëèðîâàííûå ýêçåìïëÿðû ïåðåìåííûõ

binder_context_mgr_node è binder_context_mgr_uid äëÿ êàæäîãî âèðòóàëüíîãî îêðóæåíèÿ. Ñ äðóãîé

ñòîðîíû, ïðåñëåäîâàëàñü öåëü âíåñòè ìèíèìàëüíîå êîëè÷åñòâî èçìåíåíèé â ñóùåñòâóþùèé êîä. Ïîýòîìó

ïðîöåäóðû äîñòóïà ê âèðòóàëüíîìó ñîñòîÿíèþ áûëè ðåàëèçîâàíû ñëåäóþùèì îáðàçîì:

struct binder_node;

typedef struct binder_state {

struct binder_node* v_binder_context_mgr_node;

uid_t v_binder_context_mgr_uid;

vcid_t vc;

} binder_state_t;

// ================================================================================

binder_state_t* andcont_lookup_binder_state(void);

// --------------------------------------------------------------------------------

#define VBINDER_STATE \

binder_state_t* virtual_binder_state = andcont_lookup_binder_state(); \

if (!virtual_binder_state) { \

panic("Failed to lookup the current virtual state!\n"); \

}

#define binder_context_mgr_node virtual_binder_state->v_binder_context_mgr_node

#define binder_context_mgr_uid virtual_binder_state->v_binder_context_mgr_uid

Ìàêðîñ VBINDER_STATE áûë äîáàâëåí â íà÷àëî âñåõ ôóíêöèé, îáðàùàþùèõñÿ ê âèðòóàëèçèðîâàííîìó

ñîñòîÿíèþ äðàéâåðà:

• binder_inc_node,

• binder_get_ref_for_node,

• binder_transaction,

• binder_thread_write,
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• binder_ioctl.

Îïðåäåëåíèå èìåí âèðòóàëèçèðîâàííûõ ïåðåìåííûõ binder_context_mgr_node è

binder_context_mgr_uid êàê èìåí ìàêðîñîâ ïîçâîëèëî íå çàìåíÿòü âñå âõîæäåíèÿ ýòèõ ïåðåìåííûõ íà

îáðàùåíèÿ ê èõ âèðòóàëüíûì âåðñèÿì.

Êðîìå òîãî, â ðàçäåëå 2.3.2 îòìå÷àëàñü, ÷òî íåîáõîäèìî ìîäèôèöèðîâàòü ôóíêöèþ

binder_deferred_release:

2945 static void binder_deferred_release(struct binder_proc *proc)

2946 {

2947 struct hlist_node *pos;

2948 struct binder_transaction *t;

2949 struct rb_node *n;

2950 int threads, nodes, incoming_refs, outgoing_refs, buffers,

active_transactions, page_count;

2951

2952 BUG_ON(proc->vma);

2953 BUG_ON(proc->files);

2954

2955 hlist_del(&proc->proc_node);

2956 if (binder_context_mgr_node && binder_context_mgr_node->proc == proc) {

2957 binder_debug(BINDER_DEBUG_DEAD_BINDER,

2958 "binder_release: %d context_mgr_node gone\n",

2959 proc->pid);

2960 binder_context_mgr_node = NULL;

2961 }

Ñóäÿ ïî ñìûñëó ïðîâåðêè íà ñòðîêå 2956, â âèðòóàëèçèðîâàííîé âåðñèè äðàéâåðà íåîáõîäèìî ñäåëàòü

äåéñòâèå â ñòðîêàõ 2957�2960 äëÿ âñåõ àêòèâíûõ âèðòóàëüíûõ îêðóæåíèé, ïîýòîìó ñòðîêè 2956�2961 áûëè

ïåðåïèñàíû ñëåäóþùèì îáðàçîì:

struct list_head* it;

vphone_list_t* list;

list = andcont_get_vphone_list();

spin_lock(&list->lock);

list_for_each(it, &list->head.list_entry) {

vphone_t *phone = &list_entry(it, vphone_entry_t, list_entry)->phone;

binder_state_t* virtual_binder_state = &phone->bs;

if (binder_context_mgr_node && binder_context_mgr_node->proc == proc) {

binder_debug(BINDER_DEBUG_DEAD_BINDER,

"binder_release: %d context_mgr_node gone\n",

proc->pid);

binder_context_mgr_node = NULL;

}

}

spin_unlock(&list->lock);
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3.5 Ïîäñèñòåìà ââîäà

Â äðàéâåðå evdev ïðîöåññó, îòêðûâøåìó ôàéë â êàòàëîãå /dev/input, ñòàâèòñÿ â ñîîòâåòñòâèå ñòðóêòóðà

struct evdev_client {

struct input_event buffer[EVDEV_BUFFER_SIZE];

int head;

int tail;

spinlock_t buffer_lock; /* protects access to buffer, head and tail */

struct fasync_struct *fasync;

struct evdev *evdev;

struct list_head node;

struct wake_lock wake_lock;

char name[28];

}

Â ýòó ñòðóêòóðó áûëî äîáàâëåíî ïîëå

struct task_struct* owner

÷òîáû èíôîðìàöèÿ îá ýòîì ïðîöåññå íå òåðÿëàñü. Ýòî ïîëå òåïåðü èíèöèàëèçèðóåòñÿ â ôóíêöèè evdev_open

� îáðàáîò÷èêå ñèñòåìíîãî âûçîâà open óñòðîéñòâ evdev:

static int evdev_open(struct inode *inode, struct file *file)

dev_name(&evdev->dev), task_tgid_vnr(current));

wake_lock_init(&client->wake_lock, WAKE_LOCK_SUSPEND, client->name);

client->evdev = evdev;

client->owner = current;

Äàëåå, â ôóíêöèþ evdev_pass_event, çàíèìàþùóþñÿ ïîìåùåíèåì ñîáûòèé ââîäà â î÷åðåäü ñîáûòèé

êàæäîãî ïðîöåññà, ÷èòàþùåãî evdev, ìû äîáàâèëè ñòðîêè

if (!task_vcid(client->owner) == andcont_get_foreground_virtual_phone_id()) {

return;

}

Òàê ìû ïðåäîòâðàòèëè ïåðåäà÷ó ñîáûòèé ââîäà â íåàêòèâíûå êîíòåéíåðû.

3.6 Alarm

Ïîäõîä ê âèðòóàëèçàöèè ýòîãî äðàéâåðà àíàëîãè÷åí ïîäõîäó ê âèðòóàëèçàöèè äðàéâåðà binder: âñå ñòà-

òè÷åñêèå ïåðåìåííûå â äðàéâåðå alarm-dev áûëè ñîáðàíû â ñòðóêòóðó, ýêçåìïëÿð êîòîðîé ñîçäàåòñÿ ïðè

çàïóñêå êîíòåéíåðà:

typedef struct alarm_state {

int v_alarm_opened;

uint32_t v_alarm_pending;

uint32_t v_alarm_enabled;
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uint32_t v_wait_pending;

struct alarm v_alarms[ANDROID_ALARM_TYPE_COUNT];

} alarm_state_t;

#define VALARM_STATE \

alarm_state_t* virtual_alarm_state = andcont_lookup_alarm_state(); \

if (!virtual_alarm_state) { \

panic("Failed to lookup the current virtual state!\n"); \

}

// Virtual state accessors

//#define alarm_wait_queue virtual_alarm_state->v_alarm_wait_queue

#define alarm_opened virtual_alarm_state->v_alarm_opened

#define alarm_pending virtual_alarm_state->v_alarm_pending

#define alarm_enabled virtual_alarm_state->v_alarm_enabled

#define wait_pending virtual_alarm_state->v_wait_pending

#define alarms virtual_alarm_state->v_alarms

// Externals

extern alarm_state_t* andcont_lookup_alarm_state(void);

3.7 Òåëåôîíèÿ

Äðàéâåðû GSM-ìîäåìà ðåàëèçîâàíû ïî-ðàçíîìó äàæå íà ñìàðòôîíàõ, íà êîòîðûõ ìû òåñòèðîâàëè íàøå

ðåøåíèå, ïîýòîìó íàéòè óíèâåðñàëüíîå ðåøåíèå äëÿ âèðòóàëèçàöèè ýòîãî óñòðîéñòâà íà óðîâíå ÿäðà

íåâîçìîæíî. Êðîìå òîãî, ïðîïðèåòàðíàÿ áèáëèîòåêà RIL èñïîëüçóåò íåäîêóìåíòèðîâàííûé ïðîòîêîë äëÿ

âçàèìîäåéñòâèÿ ñ GSM-ìîäåìîì, ÷òî ÿâëÿåòñÿ ïðåïÿòñòâèåì äëÿ åãî âèðòóàëèçàöèè äàæå äëÿ êîíêðåòíîé

ìîäåëè ñìàðòôîíà. Ïîýòîìó áûëî ïðèíÿòî ðåøåíèå ïîäìåíèòü ïðîïðèåòàðíóþ áèáëèîòåêó RIL, çàìåíèâ

åå çàãëóøêîé. Ñàìà æå ïðîïðèåòàðíàÿ áèáëèîòåêà RIL çàïóñêàåòñÿ â îòäåëüíîì âèðòóàëüíîì îêðóæåíèè

ïîä óïðàâëåíèåì äåìîíà, ôèëüòðóþùåãî çàïðîñû îò çàãëóøêè RIL.

Òåêóùåå ðåøåíèå äëÿ âèðòóàëèçàöèè RIL èñïîëüçóåò ìåõàíèçì ìåæêîíòåéíåðíîãî âçàèìîäåéñòâèÿ è

ðåçåðâèðóåò ïÿòóþ øèðîêîâåùàòåëüíóþ ãðóïïó Netlink â ïðîòîêîëå NETLINK_SUPERVISOR äëÿ âçàèìî-

äåéñòâèÿ ìåæäó ñåðâåðíîé è êëèåíòñêîé ÷àñòÿìè.

3.7.1 Êëèåíòñêàÿ ÷àñòü

Äåìîí rild çàãðóæàåò áèáëèîòåêó RIL, èìÿ êîòîðîé óêàçàíî â ñèñòåìíîì ñâîéñòâå rild.libpath è âû-

çûâàåò ôóíêöèþ RIL_Init, êîòîðàÿ èìååò ñëåäóþùèé ïðîòîòèï:

const RIL_RadioFunctions* RIL_Init(const struct RIL_Env* env, int argc, char** argv);

Â êà÷åñòâå àðãóìåíòà argv ïåðåäàåòñÿ ðàçáèòîå íà ñëîâà çíà÷åíèå ñèñòåìíîãî ñâîéñòâà rild.libarg.

Çíà÷åíèÿ ñèñòåìíûõ ñâîéñòâ rild.libpath è rild.libarg çàäàþòñÿ â ôàéëå /system/build.prop17,

êîòîðûé çàãðóæàåò â áàçó äàííûõ ñèñòåìíûõ ñâîéñòâ ïðîöåññ init. Ïîýòîìó äëÿ ïîäìåíû ðåàëèçàöèè RIL

äîñòàòî÷íî èçìåíèòü çíà÷åíèå ñèñòåìíîãî ñâîéñòâà rild.libpath.

Ñòðóêòóðà RIL_RadioFunctions ñîäåðæèò ñëåäóþùèå ïîëÿ:

17ïî êðàéíåé ìåðå, ýòî âåðíî äëÿ ñìàðòôîíîâ, ñ êîòîðûìè ìû ðàáîòàëè
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• void (*onRequest)(int request, void* data, size_t datalen, RIL_Token t) � îáðàáîò÷èê çà-

ïðîñîâ RIL;

• RIL_RadioState (*onStateRequest)() � âîçâðàùàåò ñîñòîÿíèå ïîäêëþ÷åíèÿ ê áåñïðîâîäíîé ñåòè;

• int (*supports)(int requestCode) � âîçâðàùàåò 1, åñëè ðåàëèçàöèÿ RIL ïîääåðæèâàåò çàïðîñ

òèïà requestCode, â ïðîòèâíîì ñëó÷àå, 0 ;

• void (*onCancel)(RIL_Token t) � îòìåíÿåò çàïðîñ, îæèäàþùèé îáðàáîòêè;

• const char* (*getVersion) (void) � âîçâðàùàåò ñòðîêó-îïèñàíèå ðåàëèçàöèè RIL.

Â ôóíêöèþ èíèöèàëèçàöèè áèáëèîòåêè RIL ïåðâûì àðãóìåíòîì ïåðåäàåòñÿ óêàçàòåëü íà ñëåäóþùóþ

ñòðóêòóðó, îïèñûâàþùóþ èíòåðôåéñ RIL â íàïðàâëåíèè ¾áèáëèîòåêà RIL � äåìîí rild¿:

• void (*OnRequestComplete)(RIL_Token t, RIL_Errno e, void *response, size_t responselen)�

óâåäîìëÿåò rild î çàâåðøåíèè çàïðîñà;

• void (*OnUnsolicitedResponse)(int unsolResponse, const void *data, size_t datalen)� àñèí-

õðîííîå óâåäîìëåíèå äåìîíà rild;

• void (*RequestTimedCallback) (RIL_TimedCallback callback, void *param,

const struct timeval *relativeTime) � âûçûâàåò ôóíêöèþ callback ïî èñòå÷åíèè âðåìåííîãî

èíòåðâàëà, îïèñàííîãî ïàðàìåòðîì relativeTime.

Åñòü òðè îñîáåííîñòè àðõèòåêòóðû äåìîíà rild è èíòåðôåéñà RIL, êîòîðûå ïîâëèÿëè íà äèçàéí êëè-

åíòñêîé çàãëóøêè:

1. îáðàáîò÷èê OnRequestComplete ìîæåò âûçûâàòüñÿ â ëþáîé ìîìåíò;

2. îáðàáîò÷èêè onStateRequest, supports è getVersion áèáëèîòåêè RIL ÿâëÿþòñÿ ñèíõðîííûìè, ÷òî

â êîíòåêñòå çàãëóøêè îçíà÷àåò íåîáõîäèìîñòü äîæèäàòüñÿ îòâåòà îò ñåðâåðà;

3. îáðàáîò÷èê OnRequestComplete ìîæåò âûçâàòü onStateRequest, supports è getVersion.

Ýòî ïðèâåëî ê ñëåäóþùåìó äèçàéíó çàãëóøêè:

• ïðîöåäóðà ÷òåíèÿ îòâåòîâ îò ñåðâåðà âûíåñåíà â îòäåëüíûé ïîòîê; ïðè ïîëó÷åíèè ñîîáùåíèÿ ýòà

ïðîöåäóðà êëàäåò åãî â îäíó èç î÷åðåäåé â çàâèñèìîñòè îò òèïà îòâåòà;

• äèñïåò÷åð ñîîáùåíèé òèïà PROXY_MSG_RESPONSE è PROXY_MSG_UNSOL_RESPONSE (ýòî ñîîáùåíèÿ îò

ïðîêñè-ñåðâåðà, ñì. ñëåäóþùèé ðàçäåë) âûíåñåí â îòäåëüíûé ïîòîê.

Ñîâìåñòíî äâà ýòèõ ðåøåíèÿ ïîçâîëèëè èçáåæàòü ñàìîáëîêèðîâîê èç-çà ï. 3.

Çàãëóøêà RIL óïàêîâûâàåò ýòè âûçîâû â ñîîáùåíèÿ ñî ñëåäóþùèì çàãîëîâêîì:

struct client_to_server_msg_header {

size_t size;

int type;

RIL_Token tok;

int req_id;

}

Êàæäûé èç âûçîâîâ îáðàáàòûâàåòñÿ ñëåäóþùèì îáðàçîì:

• onStateRequest � ïîëå type èíèöèàëèçèðóåòñÿ çíà÷åíèåì PROXY_MSG_STATE_REQUEST (2);

• supports � ïîëå type èíèöèàëèçèðóåòñÿ çíà÷åíèåì PROXY_MSG_SUPPORT_REQUEST (3), ïîëå req_id �

ïàðàìåòðîì requestCode;
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• onCancel � ïîëå type èíèöèàëèçèðóåòñÿ çíà÷åíèåì PROXY_MSG_CANCEL_REQUEST (4), ïîëå tok � ïà-

ðàìåòðîì t;

• getVersion � ïîëå type èíèöèàëèçèðóåòñÿ çíà÷åíèåì PROXY_MSG_VERSION_REQUEST (5);

• onRequest � ïîëå type èíèöèàëèçèðóåòñÿ çíà÷åíèåì PROXY_MSG_REQUEST (1), ïîëå req_id � ïàðà-

ìåòðîì request, ïîëå tok � ïàðàìåòðîì t, çà çàãîëîâêîì ñëåäóåò ñåðèàëèçîâàííîå ïðåäñòàâëåíèå

ïàðàìåòðîâ çàïðîñà, íà êîòîðûå óêàçûâàåò ïàðàìåòð data,

Ïðîöåäóðû ñåðèàëèçàöèè/äåñåðèàëèçàöèè ïàðàìåòðîâ çàïðîñîâ ãåíåðèðóþòñÿ àâòîìàòè÷åñêè ïî îïè-

ñàíèÿì ñòðóêòóð â ôàéëå hardware/ril/include/telephony/ril.h. Ñòðóêòóðû ñåðèàëèçóþòñÿ ñëåäóþ-

ùèì îáðàçîì: êîïèÿ ñòðóêòóðû ïîìåùàåòñÿ â áóôåð ñåðèàëèçàöèè, ïîëÿ, ÿâëÿþùååñÿ óêàçàòåëåì, ñåðèà-

ëèçóþòñÿ îòäåëüíî è ïîìåùàþòñÿ â áóôåð ïîñëåäîâàòåëüíî ïîñëå êîïèè ñòðóêòóðû; çàòåì âñå óêàçàòåëè

çàìåíÿþòñÿ ñìåùåíèÿìè îòíîñèòåëüíî íà÷àëà áóôåðà ñåðèàëèçàöèè.

Îñîáåííîñòè ìàðøàëëèíãà Èíòåðôåéñ RIL îïðåäåëÿåò 103 òèïà çàïðîñîâ (îïðåäåëÿåìûõ àðãóìåíòîì

request îáðàáîò÷èêà onRequest), íî òîëüêî 31 èç íèõ ïîòðåáîâàë íåòðèâèàëüíîãî ìàðøàëëèíãà àðãóìåí-

òîâ; íèæå ïåðå÷èñëåíû çàïðîñû, êîððåêòíîñòü îáðàáîòêè êîòîðûõ áûëà ïðîâåðåíà â õîäå òåñòèðîâàíèÿ

ðåøåíèÿ:

• RIL_REQUEST_SEND_SMS,

• RIL_REQUEST_QUERY_FACILITY_LOCK,

• RIL_REQUEST_DIAL,

• RIL_REQUEST_SIM_IO.

3.7.2 Ñåðâåðíàÿ ÷àñòü

Ñåðâåðíàÿ ÷àñòü ðåàëèçîâàíà êàê îäíîïîòî÷íîå ïðèëîæåíèå, êîòîðîå çàãðóæàåò ïðîïðèåòàðíóþ ðåàëèçà-

öèþ RIL è îæèäàåò ñîîáùåíèÿ îò çàãëóøêè. Âñå èñõîäÿùèå ñîîáùåíèÿ ñåðâåðà èìåþò ñëåäóþùèé çàãî-

ëîâîê:

struct server_to_client_msg_header {

size_t size;

int type;

RIL_Token tok;

char* body;

char* orig_body;

union {

RIL_Errno ril_errno;

RIL_RadioState radio_state;

int supports;

int resp_id;

};

};

Îòâåòû ïðîïðèåòàðíîé ðåàëèçàöèè RIL îáðàáàòûâàþòñÿ ñëåäóþùèì îáðàçîì:

• OnRequestComplete(RIL_Token t, RIL_Errno e, void* response, size_t responselen) � èíèöè-

àëèçèðóåò ïîëå çàãîëîâêà type çíà÷åíèåì PROXY_MSG_RESPONSE (6), ïîëå tok � çíà÷åíèåì ïàðàìåò-

ðà t, ïîëå ril_errno � çíà÷åíèåì e; äàëåå ðàçìåùàåòñÿ ñåðèàëèçîâàííûé îòâåò, íà êîòîðûé óêàçû-

âàåò ïàðàìåòð response.
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• OnUnsolicitedResponse(int unsolResponse, const void *data, size_t datalen) � èíèöèàëèçè-

ðóåò ïîëå çàãîëîâêà type çíà÷åíèåì PROXY_MSG_UNSOL_RESPONSE (7), ïîëå resp_id � çíà÷åíèåì ïà-

ðàìåòðà unsolResponse; äàëåå ðàçìåùàåòñÿ ñåðèàëèçîâàííûé îòâåò, íà êîòîðûé óêàçûâàåò ïàðà-

ìåòð data.

• RequestTimedCallback ðåàëèçóåò äèñïåò÷åð íà îñíîâå POSIX-òàéìåðîâ18 è î÷åðåäè ñ ïðèîðèòåòàìè.

Ñîîáùåíèÿ îò çàãëóøêè RIL îáðàáàòûâàþòñÿ ñëåäóþùèì îáðàçîì:

• ïðè ïîëó÷åíèè ñîîáùåíèå òèïà PROXY_MSG_STATE_REQUEST ñåðâåð âûçûâàåò ôóíêöèþ onStateRequest

ïðîïðèåòàðíîé áèáëèîòåêè è îòïðàâëÿåò çàãëóøêå çàãîëîâîê, â êîòîðîì ïîëå type èíèöèàëèçèðî-

âàíî çíà÷åíèåì PROXY_MSG_STATE_RESPONSE (7), ïîëå radio_state � çíà÷åíèåì, âîçâðàùåííûì èç

ýòîé ôóíêöèè;

• ïðè ïîëó÷åíèè ñîîáùåíèå òèïà PROXY_MSG_SUPPORT_REQUEST: ñåðâåð âûçûâàåò ôóíêöèþ supports

ïðîïðèåòàðíîé áèáëèîòåêè è îòïðàâëÿåò çàãëóøêå çàãîëîâîê, â êîòîðîì ïîëå type èíèöèàëèçèðîâà-

íî çíà÷åíèåì PROXY_MSG_SUPPORT_RESPONSE (8), ïîëå supports � çíà÷åíèåì, âîçâðàùåííûì èç ýòîé

ôóíêöèè;

• ïðè ïîëó÷åíèè ñîîáùåíèå òèïà PROXY_MSG_CANCEL_REQUEST ñåðâåð âûçûâàåò ôóíêöèþ onCancel ïðî-

ïðèåòàðíîé áèáëèîòåêè, êîòîðîé â êà÷åñòâî àðãóìåíòà ïåðåäàåòñÿ çíà÷åíèå ïîëÿ tok âõîäÿùåãî ñî-

îáùåíèÿ;

• ïðè ïîëó÷åíèè ñîîáùåíèå òèïà PROXY_MSG_VERSION_REQUEST ñåðâåð âûçûâàåò ôóíêöèþ getVersion

ïðîïðèåòàðíîé áèáëèîòåêè è îòïðàâëÿåò çàãëóøêå çàãîëîâîê, â êîòîðîì ïîëå type èíèöèàëèçèðîâà-

íî çíà÷åíèåì PROXY_MSG_VERSION_RESPONSE (10), çà êîòîðûì ñëåäóåò ñòðîêà, âîçâðàùåííàÿ èç ýòîé

ôóíêöèè.

Ñëåäóåò îòìåòèòü, ÷òî â îáðàáîò÷èêå OnRequestComplete íàì íåèçâåñòåí òèï çàïðîñà, ïîýòîìó ïðè

ïîñòóïëåíèè çàïðîñà ñåðâåð çàïîìèíàåò ñîîòâåòñòâèå òîêåí�íîìåð çàïðîñà, ÷òîáû â ýòîì îáðàáîò÷èêå

âûçâàòü íóæíûé ìàðøàëëåð îòâåòà.

Îñîáåííîñòè ìàðøàëëèíãà Òîëüêî 17 èç 103 çàïðîñîâ RIL òðåáóþò íåòðèâèàëüíîãî ìàðøàëëèíãà

îòâåòîâ; íèæå ïåðå÷èñëåíû òîëüêî òå çàïðîñû, êîððåêòíîñòü îáðàáîòêè êîòîðûõ áûëà ïðîâåðåíà â õîäå

òåñòèðîâàíèÿ ðåøåíèÿ:

• RIL_REQUEST_REGISTRATION_STATE,

• RIL_REQUEST_GPRS_REGISTRATION_STATE,

• RIL_REQUEST_OPERATOR,

• RIL_REQUEST_GET_CURRENT_CALLS,

• RIL_REQUEST_GET_NEIGHBORING_CELL_IDS,

• RIL_REQUEST_GET_SIM_STATUS,

• RIL_REQUEST_SIGNAL_STRENGTH,

• RIL_REQUEST_SEND_SMS,

• RIL_REQUEST_SIM_IO.

Áîëåå òîãî, òîëüêî 4 èç 30 òèïîâ àñèíõðîííûõ óâåäîìëåíèé ïîòðåáîâàëè íåòðèâèàëüíîãî ìàðøàëëèíãà

îòâåòîâ:

18POSIX.1-2001
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• RIL_UNSOL_ON_USSD,

• RIL_UNSOL_DATA_CALL_LIST_CHANGED,

• RIL_UNSOL_SUPP_SVC_NOTIFICATION,

• RIL_UNSOL_CDMA_CALL_WAITING.

3.7.3 Ïîäìåíà òîêåíîâ

Ïðîêñè-ñåðâåð RIL äîëæåí îáðàáàòûâàòü ñèòóàöèþ, êîãäà èç ðàçíûõ êëèåíòîâ ïðèõîäÿò çàïðîñû ñ îäèíà-

êîâûìè òîêåíàìè. Äëÿ ðåøåíèÿ ýòîé ïðîáëåìû áûëî ïðåäëîæåíî ñëåäóþùåå ðåøåíèå: ïðè ïîñòóïëåíèè

î÷åðåäíîãî çàïðîñà ïðîêñè-ñåðâåð ïðîñìàòðèâàåò ñïèñîê òîêåíîâ çàïðîñîâ, îáðàáàòûâàåìûõ ïðîïðèåòàð-

íîé áèáëèîòåêîé RIL, è åñëè îêàçûâàåòñÿ, ÷òî çàïðîñ ñ òàêèì òîêåíîì ñåé÷àñ îáðàáàòûâàåòñÿ, òî ñåðâåð

ãåíåðèðóåò íîâûé òîêåí äëÿ ïîñòóïèâøåãî çàïðîñà. Òàêèì îáðàçîì, ïðîêñè-ñåðâåð äëÿ âñåõ ïîñòóïàþùèõ

çàïðîñîâ õðàíèò èõ ðåàëüíûé è ôèêòèâíûé òîêåíû.

3.7.4 Äåôåêòû, îáíàðóæåííûå â ðåàëèçàöèè RIL

Â ïðîöåññå îòëàäêè ðåøåíèÿ äëÿ âèðòóàëèçàöèè RIL áûëà îáíàðóæåíà ñëåäóþùàÿ îøèáêà â ñóùåñòâó-

þùåé ðåàëèçàöèè: êîãäà âûçûâàåòñÿ callback onRequest äëÿ îáðàáîòêè çàïðîñà RIL_REQUEST_SEND_USSD,

ïðèíèìàþùåãî â êà÷åñòâå àðãóìåíòà data ñòðîêó, ñîäåðæàùóþ USSD-çàïðîñ, àðóìåíò datalen ñîäåðæèò

íåêîððåêòíóþ äëèíó ýòîé ñòðîêè, ÷òî ïðèâîäèëî ê òîìó, ÷òî êëèåíò ïðîêñè-RIL îòïðàâëÿë íå âåñü USSD-

çàïðîñ íà ñåðâåð. Ïîýòîìó äëÿ ýòîãî çàïðîñó ïðèøëîñü íàïèñàòü ñïåöèàëüíûé ìàðøàëëåð, èñïðàâëÿþ-

ùèé äëèíó ñòðîêè-çàïðîñà � ïîñêîëüêó áåç ïðîêñè ýòîò çàðîñ îòðàáàòûâàåò êîððåêòíî, òî ïðàâäîïîäîáíî

âûãëÿäèò òàêîå ïðåäïîëîæåíèå, ÷òî ïðîïðèåòàðíàÿ áèáëèîòåêà RIL îïðåäåëÿåò äëèíó USSD-çàïðîñà ñ ïî-

ìîùüþ ôóíêöèè strlen, à çíà÷èò, ìû ìîæåì èñïîëüçîâàòü ýòó ôóíêöèþ äëÿ èñïðàâëåíèÿ äëèíû çàïðîñà

íà ñòîðîíå êëèåíòà-RIL.

Ïîìèìî ýòîé, îáíàðóæåíû òàêæå îòñòóïëåíèÿ îò ñïåöèôèêàöèè â ïðîïðèåòàðíîé áèáëèîòåêå RIL: â

÷àñòíîñòè, áîëüøèíñòâî çàïðîñîâ, îòâåòîì êîòîðûõ, ñîãëàñíî ñïåöèôèêàöèè, ÿâëÿåòñÿ ìàññèâ ñòðîê ôèê-

ñèðîâàííîé äëèíû, âîçâðàùàþò ìàññèâ ñòðîê, êîëè÷åñòâî ýëåìåíòîâ â êîòîðîì íå ñîîòâåòñòâóåò ñïåöèôè-

êàöèè. Ïîäñêàçêà äëÿ ðåøåíèÿ ýòîé ïðîáëåìû áûëà íàéäåíà â èñõîäíûõ òåêñòàõ áèáëèîòåêè libril.so:

[hardware/ril/libril/ril.cpp]

1298 static int responseStrings(Parcel &p, void *response, size_t responselen,

bool network_search) {

1299 int numStrings;

1300

1301 if (response == NULL && responselen != 0) {

1302 LOGE("invalid response: NULL");

1303 return RIL_ERRNO_INVALID_RESPONSE;

1304 }

1305 if (responselen % sizeof(char *) != 0) {

1306 LOGE("invalid response length %d expected multiple of %d\n",

1307 (int)responselen, (int)sizeof(char *));

1308 return RIL_ERRNO_INVALID_RESPONSE;

1309 }

1310

1311 if (response == NULL) {

1312 p.writeInt32 (0);

1313 } else {

1314 char **p_cur = (char **) response;
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1315

1316 numStrings = responselen / sizeof(char *);

1317 #ifdef NEW_LIBRIL_HTC

1318 if (network_search == true) {

1319 // we only want four entries for each network

1320 p.writeInt32 (numStrings - (numStrings / 5));

1321 } else {

1322 p.writeInt32 (numStrings);

1323 }

1324 int sCount = 0;

1325 #else

1326 p.writeInt32 (numStrings);

1327 #endif

Ò. å. îáðàáîò÷èê îòâåòà íà solicited-çàïðîñ íå àíàëèçèðóåò ñîäåðæèìîå îòâåòà (ñòðîêà 1316) � ýòà æå

èäåÿ áûëà èñïîëüçîâàíà è ïðè ìàðøàëëèíãå òàêèõ çàïðîñîâ.

3.8 WiFi

Â õîäå ðàáîòû íàä ïðîåêòîì áûëî îáíàðóæåíî, ÷òî íåêîòðûå ïðèëîæåíèÿ (íàïðèìåð, AndroidMarket)

òðåáóþò àêòèâíîãî WiFi-ïîäêëþ÷åíèÿ äëÿ íîðìàëüíîãî ôóíêöèîíèðîâàíèÿ. Îäíàêî ìû íå ìîæåì ïðî-

áðîñèòü â êîíòåéíåð ñåòåâîé èíòåðôåéñ, ñîîòâåòñòâóþùèé ôèçè÷åñêîìó WiFi-àäàïòåðó, ïîñêîëüêó ýòî

ïðåäïîëàãàåò óäàëåíèå ýòîãî èíòåðôåéñà èç êîðíåâîãî ñåòåâîãî ïðîñòðàíñòâà èìåí, ò. å. ïðîáðîñèòü ýòîò

èíòåðôåéñ â äðóãîé êîíòåéíåð óæå íå ïîëó÷èòñÿ.

Áûëà ïðåäïðèíÿòà ïîïûòêà ïðîáðàñûâàòü â êîíòåéíåðû âèðòóàëüíûå áåñïðîâîäíûå ñåòåâûå èíòåðôåé-

ñû, ñîçäàâàåìûå äðàéâåðîì mac80211_hwsim, íî ó ýòîãî ðåøåíèÿ îáíàðóæèëèñü ñëåäóþùèå íåäîñòàòêè:

• ýòîò äðàéâåð áåç ìîäèôèêàöèé íå ìîæåò ñîçäàâàòü âèðòóàëüíûå ñåòåâûå èíòåðôåéñû ïî çàïðîñó �

÷èñëî ýòèõ èíòåðôåéñîâ ôèêñèðîâàíî è ïåðåäàåòñÿ êàê ïàðàìåòð ìîäóëÿ äðàéâåðà;

• â ñáîðêè Android'à âõîäèò ìîäèôèöèðîâàííûé wpa_supplicant, êîòîðûé èñïîëüçóåò íåñòàíäàðòíûé

èíòåðôåéñ äðàéâåðà bcm4329 äëÿ ñêàíèðîâàíèÿ ðàäèîýôèðà � ýòîò èíòåðôåéñ íå ÿâëÿåòñÿ ÷àñòüþ

ñòåêà CFG80211, íà êîòîðîì ïîñòðîåí äðàéâåð mac80211_hwsim

Ïî ýòèì ïðè÷èíàì îò ýòîãî ðåøåíèÿ ïðèøëîñü îòêàçàòüñÿ.

Îêàçàëîñü, ÷òî ìåíåäæåð WiFi èñïîëüçóåò áèáëèîòåêó libhardware_legacy.so äëÿ óïðàâëåíèÿ áåñ-

ïðîâîäíûì èíòåðôåéñîì. Èíòåðåñóþùèé íàñ èíòåðôåéñ ðåàëèçîâàí â ôàéëå

hardware/libhardware_legacy/wifi.h:

• int wifi_load_driver(void) � çàãðóæàåò ìîäóëü äðàéâåðà áåñïðîâîäíîãî èíòåðôåéñà â ÿäðî;

• int wifi_unload_driver(void) � âûãðóæàåò ìîäóëü äðàéâåðà áåñïðîâîäíîãî èíòåðôåéñà èç ÿäðà;

• int wifi_start_supplicant(void) � çàïóñêàåò äåìîí wpa_supplicant;

• int wifi_connect_to_supplicant(void) � óñòàíàâëèâàåò ñîåäèíåíèå ñ óïðàâëÿþùèì èíòåðôåéñîì

äåìîíà wpa_supplicant;

• int wifi_stop_supplicant(void) � óíè÷òîæàåò äåìîí wpa_supplicant;

• int wifi_wait_for_event(char *buf, size_t buflen) � îæèäàåò àñèíõðîííûõ ñîáûòèé íà óïðàâ-

ëÿþùåì èíòåðôåéñå äåìîíà wpa_supplicant;

• int wifi_command(const char *command, char *reply, size_t *reply_len)� ïîñûëàåò ñèíõðîí-

íûé çàïðîñ äåìîíó wpa_supplicant.
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Èç ýòîãî îïèñàíèÿ âèäíî, ÷òî ìåíåäæåðWiFi íàïðÿìóþ âçàèìîäåéñòâóåò ñ wpa_supplicant'îì âûçûâàÿ

ôóíêöèè wifi_command() è wifi_wait_for_event(). Òàêèì îáðàçîì, äëÿ âèðòóàëèçàöèè WiFi äîñòàòî÷íî

âîçâðàùàòü ¾ïðàâèëüíûå¿ îòâåòû íà çàïðîñû ìåíåäæåðà WiFi � òîãäà íàì äàæå íå ïîòðåáóåòñÿ çàïóñêàòü

ñàì wpa_supplicant.

Âñå ôóíêöèè ýòîãî èíòåðôåéñà, êðîìå äâóõ óïîìÿíóòûõ âûøå, áûëè çàìåíåíû òðèâèàëüíûìè çàãëóø-

êàìè (return 0;). C ôóíêöèåé wifi_command() íåñêîëüêî ñëîæíåå � íàáîð êîìàíä wpa_supplicant'à

äîâîëüíî âåëèê, îäíàêî ìåíåäæåð WiFi â ¾áëàãîïðèÿòíûõ¿ óñëîâèÿõ (èìÿ òî÷êè äîñòóïà èçâåñòíî çàðà-

íåå, îíà äîñòóïíà è wpa_supplicant íàñòðîåí òàê, ÷òîáû àññîöèèðîâàòü áåñïðîâîäíîé èíòåðôåéñ ñ íåé)

âûïîëíÿåò çàïðîñû øåñòè òèïîâ:

• STATUS � âîçâðàùàåò ñîñòîÿíèå áåñïðîâîäíîãî ñîåäèíåíèÿ; ôèêòèâíûé îáðàáîò÷èê âîçâðàùàåò ñëå-

äóþùèé îòâåò:

bssid=11:11:11:11:11:11

ssid=fake

id=1

pairwise_cipher=NONE

group_cipher=NONE

key_mgmt=NONE

wpa_state=COMPLETED

• AP_SCAN N � çàïóñêàåò ñêàíèðîâàíèå ðàäèîýôèðà íà èíòåðôåéñå ñ èäåíòèôèêàòîðîì N; ôèêòèâíûé

îáðàáîò÷èê âñåãäà îòâå÷àåò OK.

• BLACKLIST � óïðàâëåíèå ¾÷åðíûì¿ ñïèñêîì (áåñïðîâîäíûõ ñåòåé?); ôèêòèâíûé îáðàáîò÷èê âñåãäà

îòâå÷àåò OK.

• DISCONNECT � îòêëþ÷àåò áåñïðîâîäíîé èíòåðôåéñ îò òî÷êè äîñòóïà; ôèêòèâíûé îáðàáîò÷èê âñåãäà

îòâå÷àåò OK.

• SCAN_RESULTS � çàïðàøèâàåò ñïèñîê îáíàðóæåííûõ òî÷åê äîñòóïà; ôèêòèâíûé îáðàáîò÷èê âñåãäà

âîçâðàùàåò îäíó îáíàðóæåííóþ òî÷êó äîñòóïà:

bssid / frequency / signal level / flags / ssid

11:11:11:11:11:11 2437 194 fake

• DRIVER � ââåäåííîå ïðîåêòîì AOSP ðàñøèðåíèå íàáîðà êîìàíä wpa_supplicant'à äëÿ ïðÿìîãî âçà-

èìîäåéñòâèÿ ñ äðàéâåðîì áåñïðîâîäíîãî èíòåðôåéñà19. Ìåíåäæåð WiFi èñïîëüçóåò ñëåäóþùèå êî-

ìàíäû èç ýòîãî íàáîðà:

� POWERMODE � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

� RSSI-APPROX � âîçâðàùàåò óðîâåíü ñèãíàëà òî÷êè äîñòóïà, ñ êîòîðîé â íàñòîÿùèé ìîìåíò

àññîöèèðîâàí áåñïðîâîäíîé èíòåðôåéñ; ôèêòèâíûé îáðàáîò÷èê âñåãäà îòâå÷àåò fake rssi -50.

� RXFILTER-ADD X � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

� RXFILTER-START � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

� GETPOWER � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò powermode = 0.

� POWERMODE N � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

� BTCOEXMODE N � óñòàíàâëèâàåò ðåæèì ñîâìåñòèìîñòè ñ àäàïòåðîì Bluetooth; ôèêòèâíûé îáðà-

áîò÷èê âñåãäà âîçâðàùàåò OK.

� BTCOEXSCAN-STOP � ñìûñë íå ÿñåí; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

19bcm4329 ÷åðåç åãî ïðîïðèåòàðíûé èíòåðôåéñ
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� SCAN-PASSIVE � àêòèâèðóåò ðåæèì ïàññèâíîãî ñêàíèðîâàíèÿ ðàäèîýôèðà íà áåñïðîâîäíîì èí-

òåðôåéñå; ôèêòèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò OK.

� LINKSPEED � âîçâðàùàåò ïðîïóñêíóþ ñïîñîáíîñòü áåñïðîâîäíîãî êàíàëà ïåðåäà÷è äàííûõ; ôèê-

òèâíûé îáðàáîò÷èê âñåãäà âîçâðàùàåò LinkSpeed 72.

Ïîìèìî ñèíõðîííûõ çàïðîñîâ íåîáõîäèìî èìèòèðîâàòü àñèíõðîííûå îòâåòû äåìîíà wpa_supplicant;

îêàçàëîñü, ÷òî äîñòàòî÷íî èìèòèðîâàòü òîëüêî äâà ñîáûòèÿ â ñëåäóþùåé ïîñëåäîâàòåëüíîñòè:

1. CTRL-EVENT-STATE-CHANGE � óâåäîìëåíèå îá èçìåíåíèè ñîñòîÿíèÿ áåñïðîâîäíîãî ñîåäèíåíèÿ; ïðè

ïåðâîì âûçîâå ôóíêöèè wifi_wait_for_event() âîçâðàùàåòñÿ

CTRL-EVENT-STATE-CHANGE id=1 state=7 BSSID=00:00:00:00:00:00

2. CTRL-EVENT-CONNECTED � óâåäîìëåíèå î çàâåðøåíèè ïðîöåäóðû èíèöèàëèçàöèè áåñïðîâîäíîãî ñî-

åäèíåíèÿ; ïðè âòîðîì âûçîâå ôóíêöèè wifi_wait_for_event() âîçâðàùàåòñÿ

CTRL-EVENT-CONNECTED - Connection to 11:11:11:11:11:11 completed (auth) [id=1 id_str=]

Ñëåäóþùèé âûçîâ ôóíêöèè wifi_wait_for_event() áëîêèðóåòñÿ íà óñëîâíîé ïåðåìåííîé.

Ïîñëå ïîëó÷åíèÿ óâåäîìëåíèÿ CTRL-EVENT-CONNECTED ìåíåäæåð WiFi çàïóñêàåò DHCP-êëèåíò íà áåñ-

ïðîâîäíîì èíòåðôåéñå. Ïîñêîëüêó LXC ïîçâîëÿåò çàäàòü èìÿ ñåòåâîãî èíòåðôåéñà, ïðîáðàñûâàåìîãî â

êîíòåéíåð, òî íàì íå ïîòðåáóåòñÿ ìîäèôèöèðîâàòü ñöåíàðèè èíèöèàëèçàöèè êîíòåéíåðà äëÿ íàñòðîéêè

ñåòè � âñå ýòî ñäåëàåò ìåíåäæåð WiFi. Ñ äðóãîé ñòîðîíû, ïîñêîëüêó òàêîå ïîâåäåíèå Android'à íåâîç-

ìîæíî ìîäèôèöèðîâàòü êîíôèãóðàöèîííûìè ôàéëàìè, òî â êîðíåâîì ïðîñòðàíñòâå ïîëüçîâàòåëÿ ìû

âûíóæäåíû çàïóñêàòü DHCP-ñåðâåð. Äàëåå, äëÿ ïðåäîòâðàùåíèÿ âëèÿíèÿ ýòîãî DHCP-ñåðâåðà íà ôè-

çè÷åñêèå ñåòè, äëÿ ñîçäàíèÿ âèðòóàëüíîãî èíòåðôåéñà, ïðîáðàñûâàåìîãî â êîíòåéíåð, ìû âûíóæäåíû

èñïîëüçîâàòü äðàéâåð veth, êîòîðûé ñîçäàåò ïàðó ¾ñîåäèíåííûõ¿ ñåòåâûõ èíòåðôåéñîâ, îäèí èç êîòîðûõ

ïîäêëþ÷àåòñÿ ê âèðòóàëüíîìó ìîñòó � òàêèì îáðàçîì, ìû èçîëèðóåì âèðòóàëüíóþ ñåòü îò ôèçè÷åñêîé.

3.9 Óïðàâëåíèå äîñòóïîì ê óñòðîéñòâàì

Ïîïûòêè ðåàëèçàöèè óïðàâëåíèÿ äîñòóïîì ê óñòðîéñòâàì ïóòåì ïîìåòêè kobject'îâ ïðîâàëèëèñü, ïî-

ñêîëüêó îêàçàëîñü, ÷òî ïî kobject'ó íåëüçÿ ñêàçàòü, êàêîìó óñòðîéñòâó, âèäèìîìó ïîä êàòàëîãîì /dev,

îí ñîîòâåòñòâóåò, äàæå çíàÿ òèï òèï ñòðóêòóðû, â êîòîðóþ âíåäðåí ýòîò kobject. Ýòî îçíà÷àåò, ÷òî

íåëüçÿ óíèâåðñàëüíûì ñïîñîáîì îãðàíè÷èòü äîñòóï êàê èíòåðôåéñàì, ýêñïîðòèðóåìûì ÷åðåç ôàéëû ïîä

êàòàëîãîì /dev, òàê è ñîîòâåòñòâóþùèì èì çàïèñÿì â ôàéëîâîé ñèñòåìå sysfs. Ïîýòîìó áûëî ïðèíÿ-

òî îòêàçàòüñÿ îò ðåàëèçàöèè îãðàíè÷åíèé äîñòóïà ê sysfs è îñòàíîâèòüñÿ íà ðåàëèçàöèè îãðàíè÷åíèÿ

äîñòóïà ê ôàéëàì áëî÷íûõ è ñèìâîëüíûõ óñòðîéñòâ.

Îïèñàííàÿ âûøå çàäà÷à èìååò ñòàíäàðòíîå ðåøåíèå: èíôðàñòðóêòóðà ÿäðà cgroup ñîäåðæèò ïîäñè-

ñòåìó Device, àêòèâèðóåìóþ îïöèåé CONFIG_CGROUP_DEVICE êîíôèãóðàöèîííîãî ôàéëà ÿäðà. Äîñòóï ê

óñòðîéñòâàì íàñòðàèâàåòñÿ ñ ïîìîùüþ ñëåäóþùèõ ôàéëîâ â ôàéëîâîé ñèñòåìû cgroup:

• devices.list � ñîäåðæèò ñïèñîê óñòðîéñòâ, ê êîòîðûì ãðóïïà ïðîöåññîâ èìååò äîñòóï (äîñòóïåí

òîëüêî äëÿ ÷òåíèÿ);

• devices.allow � çàïèñü ñòðîêè âèäà [a|c|b] <MAJOR>:<MINOR> r?w?m? ðàçðåøàåò äîñòóï ê ñèì-

âîëüíîìó (c), áëî÷íîìó (b) èëè ñèìâîëüíîìó è áëî÷íîìó (a) óñòðîéñòâàì ñ íîìåðîì <MAJOR>:<MINOR>.

• devices.deny � çàïèñü ñòðîêè âèäà [a|c|b] <MAJOR>:<MINOR> r?w?m? èñêëþ÷àåò ñèìâîëüíîå (c),

áëî÷íîå (b) èëè ñèìâîëüíîå è áëî÷íîå (a) óñòðîéñòâà ñ íîìåðîì <MAJOR>:<MINOR> èç ñïèñêà óñòðîéñòâ,

ê êîòîðûì èìååò äîñòóï ãðóïïà ïðîöåññîâ.

36



Ðàáîòà ýòîé ïîäñèñòåìû îñíîâàíà íà òîì, ÷òî îïåðàöèè îòêðûòèÿ/ñîçäàíèÿ ôàéëà âûçûâàþò ôóíê-

öèþ inode_permisson (fs/namei.c, ñòðîêà 252) ïîñëå òîãî, êàê ïóòü ê ôàéëó áûë ðàçðåøåí, ò. å. íàéäåíà

inode'à, ñîîòâåòñòâóþùàÿ ýòîìó ôàéëó. Ýòà ôóíêöèÿ â êà÷åñòâå îäíîé èç ïðîâåðîê âûçûâàåò ôóíê-

öèþ devcgroup_inode_permission (security/device_cgroup.c, ñòðîêà 478), êîòîðàÿ ïðîâåðÿåò, âõîäèò

ëè inode'à â ¾áåëûé¿ ñïèñîê óñòðîéñòâ âûçûâàþùåãî ïðîöåññà è èìååò ëè ýòîò ïðîöåññ ê çàïðîøåííûé

òèï äîñòóïà.

Êîíôèãóðàöèîííûé ôàéë LXC ìîæåò ñîäåðæàòü ñòðîêè âèäà lxc.cgroup.<x> = <value>20: ïðè çàïóñ-

êå êîíòåéíåðà ñòðîêà <value> áóäåò çàïèñàíà â ôàéë <CGROUP>/<CONTAINER>/<x>, ãäå <CGROUP> � òî÷êà

ìîíòèðîâàíèÿ ôàéëîâîé ñèñòåìû cgroup, CONTAINER � èìÿ çàïóñêàåìîãî êîíòåéíåðà21. Ïîýòîìó, íà íàø

âçãëÿä, ðàáîòû ïî ýòîé çàäà÷å ñâîäÿòñÿ ê âû÷èòûâàíèþ ñïèñêà çàðåãèñòðèðîâàííûõ â ñèñòåìå óñòðîéñòâ

èç êàòàëîãîâ /sys/dev/char è /sys/dev/block è ñîçäàíèþ ãðàôè÷åñêîãî èíòåðôåéñà, ïîçâîëÿþùåãî çàäà-

âàòü îãðàíè÷åíèÿ äîñòóïà ê óñòðîéñòâàì è ôîðìèðóþùåãî îïöèè lxc.cgroup êîíôèãóðàöèîííîãî ôàéëà

êîíòåéíåðà.

3.10 Íàñòðîéêà ñåòè

Íàèáîëåå åñòåñòâåííîé äëÿ íàøåé çàäà÷è âûãëÿäèò íàñòðîéêà ñåòè, ïîêàçàííàÿ íà ðèñ. 3:

Ðèñ. 3: Ñõåìà íàñòðîéêè ñåòè

Ñêðèïò èíèöèàëèçàöèè êîðíåâîãî ïîëüçîâàòåëüñêîãî îêðóæåíèÿ ñîçäàåò âèðòóàëüíûé ìîñò (èíòåð-

ôåéñ br0 íà ðèñóíêå) ñëåäóþùèì îáðàçîì:

brctl addbr br0

ip link set br0 up

ip addr add 10.0.0.1/24 dev br0

è çàïóñêàåò íà íåì DHCP-ñåðâåð. Ìû èñïîëüçóåì DHCP-ñåðâåð udhcpd, âõîäÿùèé â ñîñòàâ busybox è

êîíôèãóðèðóåì åãî ñëåäóþùèì îáðàçîì:

start 10.0.0.10

end 10.0.0.254

interface br0

opt dns 8.8.8.8

option subnet 255.255.255.0

20lxc/confile.c, ñòðîêà 92
21lxc/conf.c, ñòðîêà 851, ôóíêöèÿ setup_cgroup
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opt router 10.0.0.1

option lease 864000

Äëÿ äîñòóïà ê ôèçè÷åñêîé ñåòè ìîãóò èñïîëüçîâàòüñÿ USB Gadget (ñ äðàéâåðîì, â êîòîðîì àêòèâèðî-

âàíà USB-ôóíêöèÿ RNDIS èëè USB CDC Ethernet), WiFi-àäàðòåð èëè GSM-ìîäåì.

×àñòü êîíôèãóðàöèîííîãî ôàéëà LXC, îòâå÷àþùàÿ çà íàñòðîéêó ñåòè, âûãëÿäèò ñëåäóþùèì îáðàçîì:

lxc.network.type=veth

lxc.network.link=br0

lxc.network.flags=up

lxc.network.name=eth0

Â ýòîì ñëó÷àå LXC ïðè çàïóñêå êîíòåéíåðà ñîçäàñò ïàðó ñîåäèíåííûõ ìåæäó ñîáîé âèðòóàëüíûõ Ethernet-

èíòåðôåéñîâ ñ ïîìîùüþ äðàéâåðà veth, îäèí èç êîòîðûõ áóäåò ïîäêëþ÷åí ê âèðòóàëüíîìó ìîñòó br0,

à äðóãîé áóäåò ïåðåìåùåí â ñåòåâîå ïðîñòðàíñòâî èìåí ñîçäàâàåìîãî êîíòåéíåðà è åìó áóäåò ïðèñâîåíî

èìÿ eth0.
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4 Òåñòèðîâàíèå è àíàëèç ðåçóëüòàòîâ

4.1 Öåëè òåñòèðîâàíèÿ

Îñíîâíûì êðèòåðèåì âîçìîæíîñòè ïðàêòè÷åñêîãî èñïîëüçîâàíèÿ ðàçðàáîòàííîé òåõíîëîãèè âèðóòóàëè-

çàöèè ÿâëÿåòñÿ êîëè÷åñòâî ïîòðåáëÿåìîé åé ïàìÿòè. Ïîýòîìó áûëî ïðèíÿòî ðåøåíèå

• îïðåäåëèòü êîëè÷åñòâî ïàìÿòè, ïîòðåáëÿåìîé ñèñòåìîé ïðè çàïóñêå íåñêîëüêèõ ïîëüçîâàòåëüñêèõ

îêðóæåíèé Android,

• îöåíèòü ìàêñèìàëüíîå êîëè÷åñòâî ïàðàëëåëüíî ðàáîòàþùèõ êîíòåéíåðîâ íà ñìàðòôîíå,

• ïðîàíàëèçèðîâàòü èñïîëüçîâàíèå ïàìÿòè ïðîãðàììè â êîíòåéíåðå.

Êðîìå òîãî, íåîáõîäèìî ïðîâåðèòü êîððåêòíîñòü ðåàëèçàöèè ìóëüòèïëåêñèðîâàíèÿ â ñåðâèñå ïðîêñè-

RIL è äèñïåò÷åðå ñîáûòèé ââîäà.

4.2 Ñöåíàðèé òåñòèðîâàíèÿ

Èçìåðåíèå êîëè÷åñòâà ïîòðåáëÿåìîé ïàìÿòè áûëî ïðîâåäåíî ïî ñëåäóþùåìó ñöåíàðèþ:

1. èçìåðåíèå ïîòðåáëÿåìîé ïàìÿòè äî çàïóñêà êîíòåéíåðîâ,

2. èçìåðåíèå ïîòðåáëÿåìîé ïàìÿòè ïîñëå çàïóñêà âñïîìîãàòåëüíîãî êîíòåéíåðà � ýòî è ïðåäûäóùåå

èçìåðåíèÿ ïîçâîëÿò îöåíèòü êîëè÷åñòâî ïàìÿòè, ïîòðåáëÿåìîé ñèñòåìíûìè êîìïîíåíòàìè,

3. èçìåðåíèå ïîòðåáëÿåìîé ïàìÿòè ïîñëå çàïóñêà îäíîãî êîíòåéíåðà � ýòî èçìåðåíèå ïîçâîëèò îïðå-

äåëèòü êîëè÷åñòâî ïàìÿòè, ïîòðåáëÿåìîé îäíèì êîíòåéíåðîì,

4. èçìåðåíèå ïîòðåáëÿåìîé ïàìÿòè ïîñëå çàïóñêà âòîðîãî êîíòåéíåðà � ýòî êîíòðîëüíîå èçìåðåíèå,

ïîçâîëÿþùåå âûÿâèòü àíîìàëèè â ïîâåäåíèè ïàðàëëåëüíî ðàáîòàþùèõ êîíòåéíåðîâ è â ïîâåäåíèè

ñèñòåìíûõ êîìïîíåòîâ.

Â êàæäîì ñëó÷àå ñòàòèñòèêà ïîòðåáëåíèÿ ïàìÿòè ïîëüçîâàòåëüñêèìè ïðîãðàììàìè ôèêñèðîâàëàñü

ïðîãðàììîé top, à òàêæå ôèêñèðîâàëîñü ñîäåðæèìîå ôàéëà /proc/meminfo äëÿ îïðåäåëåíèÿ êîëè÷åñòâà

ïàìÿòè, ïîòðåáëÿåìîé ïîäñèñòåìàìè ÿäðà.

Èçìåðåíèÿ ïðîâîäèëèñü íà ñìàðòôîíå Samsung Galaxy S II.
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4.3 Ïðîòîêîëû òåñòèðîâàíèÿ

4.3.1 Ïîòðåáëåíèå ïàìÿòè äî çàïóñêà êîíòåéíåðîâ

• Âûâîä ïðîãðàììû busybox top:

Mem: 43332K used, 887640K free, 0K shrd, 2404K buff, 22284K cached

CPU: 0.0% usr 0.7% sys 0.0% nic 99.2% idle 0.0% io 0.0% irq 0.0% sirq

Load average: 0.00 0.00 0.00 1/77 2611

PID PPID USER STAT VSZ %VSZ CPU %CPU COMMAND

2611 2609 root R 3484 0.3 0 0.7 /root/busybox top

2590 1555 root S 25948 2.7 0 0.0 avmcp -qws

2609 2591 root S 3932 0.4 0 0.0 /system/bin/sh -

2591 1555 root S 3384 0.3 0 0.0 /adbd

1555 1 root S 1596 0.1 0 0.0 {init} /bin/busybox sh /init

1 0 root S 1556 0.1 1 0.0 {init} /bin/busybox sh /init

1567 1555 root S 292 0.0 0 0.0 /ueventd

• Ñòàòèñòèêà /proc/meminfo:

MemTotal: 930972 kB

MemFree: 887624 kB

Buffers: 2404 kB

Cached: 22284 kB

SwapCached: 0 kB

Active: 5516 kB

Inactive: 22084 kB

Active(anon): 2928 kB

Inactive(anon): 52 kB

Active(file): 2588 kB

Inactive(file): 22032 kB

Unevictable: 0 kB

Mlocked: 0 kB

HighTotal: 409600 kB

HighFree: 383052 kB

LowTotal: 521372 kB

LowFree: 504572 kB

SwapTotal: 0 kB

SwapFree: 0 kB

Dirty: 0 kB

Writeback: 0 kB

AnonPages: 2968 kB

Mapped: 6604 kB

Shmem: 56 kB

Slab: 7836 kB

SReclaimable: 3704 kB

SUnreclaim: 4132 kB

KernelStack: 616 kB

PageTables: 112 kB

NFS_Unstable: 0 kB

Bounce: 0 kB

WritebackTmp: 0 kB

CommitLimit: 465484 kB

Committed_AS: 14220 kB

VmallocTotal: 139264 kB

VmallocUsed: 20100 kB

VmallocChunk: 110460 kB
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4.3.2 Ïîòðåáëåíèå ïàìÿòè ïîñëå çàïóñêà âñïîìîãàòåëüíîãî êîíòåéíåðà

• Âûâîä busybox top:

Mem: 67952K used, 863020K free, 0K shrd, 3596K buff, 40144K cached

CPU: 0.1% usr 0.7% sys 0.0% nic 99.0% idle 0.0% io 0.0% irq 0.0% sirq

Load average: 0.00 0.00 0.00 1/97 3697

PID PPID USER STAT VSZ %VSZ CPU %CPU COMMAND

3631 2607 root S 27176 2.9 0 0.0 /system/bin/mediaserver

2590 1552 root S 26792 2.8 0 0.1 avmcp -qws

3630 2607 root S 10612 1.1 0 0.0 /ril/proxyserver-ril -d /dev/ttyS0

3627 2607 root S < 9764 1.0 0 0.0 /system/bin/audiod

2602 2591 root S 3932 0.4 0 0.0 /system/bin/sh -

3696 2602 root R 3484 0.3 0 0.5 ./busybox top

2591 1552 root S 3380 0.3 0 0.1 /adbd

2606 1 root S 1796 0.1 0 0.0 lxc-start -n android3 -d

1552 1 root S 1596 0.1 0 0.0 {init} /bin/busybox sh /init

1 0 root S 1556 0.1 1 0.0 {init} /bin/busybox sh /init

3628 2607 1000 S 828 0.0 0 0.0 /system/bin/servicemanager

3629 2607 root S 692 0.0 0 0.0 /system/bin/debuggerd

2607 2606 root S 356 0.0 0 0.0 /sbin/init

2608 2607 root S 304 0.0 0 0.0 /sbin/ueventd

1564 1552 root S 292 0.0 0 0.0 /ueventd

• Ñòàòèñòèêà /proc/meminfo:

MemTotal: 930972 kB

MemFree: 863004 kB

Buffers: 3596 kB

Cached: 40144 kB

SwapCached: 0 kB

Active: 9368 kB

Inactive: 40148 kB

Active(anon): 5788 kB

Inactive(anon): 104 kB

Active(file): 3580 kB

Inactive(file): 40044 kB

Unevictable: 0 kB

Mlocked: 0 kB

HighTotal: 409600 kB

HighFree: 362380 kB

LowTotal: 521372 kB

LowFree: 500624 kB

SwapTotal: 0 kB

SwapFree: 0 kB

Dirty: 0 kB

Writeback: 0 kB

AnonPages: 5808 kB

Mapped: 12588 kB

Shmem: 124 kB

Slab: 9264 kB

SReclaimable: 4268 kB

SUnreclaim: 4996 kB

KernelStack: 776 kB

PageTables: 680 kB

NFS_Unstable: 0 kB

Bounce: 0 kB

WritebackTmp: 0 kB

CommitLimit: 465484 kB

Committed_AS: 47532 kB

VmallocTotal: 139264 kB

VmallocUsed: 23292 kB

VmallocChunk: 108420 kB
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4.3.3 Ïîòðåáëåíèå ïàìÿòè îäíèì êîíòåéíåðîì

PID init'à � 3741.

• Âûâîä busybox top:

Mem: 290444K used, 640528K free, 0K shrd, 10908K buff, 118948K cached

CPU: 0.3% usr 1.5% sys 0.0% nic 98.0% idle 0.0% io 0.0% irq 0.0% sirq

Load average: 0.43 0.33 0.14 1/381 5362

PID PPID USER STAT VSZ %VSZ CPU %CPU COMMAND

4907 4830 1000 S 198m 21.7 0 0.0 system_server

5058 4830 10017 S 147m 16.1 0 0.0 {d.process.acore} android.process.

5015 4830 1001 S 142m 15.6 0 0.0 {m.android.phone} com.android.phon

5001 4830 10009 S 141m 15.4 0 0.0 {ndroid.launcher} com.android.laun

5207 4830 10022 S 139m 15.2 0 0.0 com.android.mms

5009 4830 10016 S 136m 14.9 0 0.0 {ndroid.musicvis} com.android.musi

5010 4830 10038 S 134m 14.7 0 0.0 {putmethod.latin} com.android.inpu

4991 4830 1000 S 132m 14.4 0 0.2 {ndroid.systemui} com.android.syst

5174 4830 10007 S 131m 14.4 0 0.0 {d.process.media} android.process.

5261 4830 10003 S 130m 14.2 0 0.0 {.cooliris.media} com.cooliris.med

5249 4830 10044 S 130m 14.2 0 0.0 {m.android.email} com.android.emai

5222 4830 10023 S 128m 14.0 0 0.0 {droid.deskclock} com.android.desk

5079 4830 1000 S 128m 14.0 0 0.0 {ogenmod.cmparts} com.cyanogenmod.

5178 4830 10013 S 128m 14.0 0 0.0 {viders.calendar} com.android.prov

5117 4830 10024 S 127m 13.9 0 0.0 {.quicksearchbox} com.android.quic

5155 4830 10032 S 127m 13.9 0 0.0 {roid.dspmanager} com.bel.android.

5126 4830 10014 S 127m 13.9 0 0.0 {m.android.music} com.android.musi

5166 4830 10000 S 127m 13.9 0 0.0 {droid.bluetooth} com.android.blue

5232 4830 10025 S 126m 13.8 0 0.0 {oid.voicedialer} com.android.voic

5106 4830 10033 S 126m 13.8 0 0.0 {t.cactii.flash2} net.cactii.flash

• Ñòàòèñòèêà /proc/meminfo:

MemTotal: 930972 kB

MemFree: 640544 kB

Buffers: 10908 kB

Cached: 118948 kB

SwapCached: 0 kB

Active: 128636 kB

Inactive: 111656 kB

Active(anon): 110488 kB

Inactive(anon): 420 kB

Active(file): 18148 kB

Inactive(file): 111236 kB

Unevictable: 0 kB

Mlocked: 0 kB

HighTotal: 409600 kB

HighFree: 172832 kB

LowTotal: 521372 kB

LowFree: 467712 kB

SwapTotal: 0 kB

SwapFree: 0 kB

Dirty: 0 kB

Writeback: 0 kB

AnonPages: 110468 kB

Mapped: 49952 kB

Shmem: 480 kB

Slab: 17644 kB

SReclaimable: 9288 kB

SUnreclaim: 8356 kB

KernelStack: 3048 kB

PageTables: 8788 kB

NFS_Unstable: 0 kB

Bounce: 0 kB

WritebackTmp: 0 kB

CommitLimit: 465484 kB

Committed_AS: 1504860 kB

VmallocTotal: 139264 kB

VmallocUsed: 48988 kB

VmallocChunk: 80772 kB
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4.3.4 Ïîòðåáëåíèå ïàìÿòè äâóìÿ êîíòåéíåðàìè

PID init'à ïåðâîãî êîíòåéíåðà � 3741, PID init'à âòîðîãî êîíòåéíåðà � 5375.

• Âûâîä busybox top:

Mem: 503068K used, 427904K free, 0K shrd, 16192K buff, 209228K cached

CPU: 1.3% usr 2.7% sys 0.0% nic 95.8% idle 0.0% io 0.0% irq 0.0% sirq

Load average: 1.44 0.62 0.28 2/643 6976

PID PPID USER STAT VSZ %VSZ CPU %CPU COMMAND

6565 6470 1000 S 199m 21.7 0 0.5 system_server

4907 4830 1000 S 198m 21.7 0 0.1 system_server

6665 6470 10001 S 143m 15.6 0 0.0 {droid.wallpaper} com.android.wall

6661 6470 10009 S 142m 15.6 0 0.0 {ndroid.launcher} com.android.laun

5015 4830 1001 S 142m 15.5 0 0.0 {m.android.phone} com.android.phon

6673 6470 1001 S 141m 15.5 0 0.0 {m.android.phone} com.android.phon

6598 4830 10009 S 140m 15.3 0 0.0 {ndroid.launcher} com.android.laun

5207 4830 10022 S 139m 15.2 0 0.0 com.android.mms

6857 6470 10022 S 137m 15.0 0 0.0 com.android.mms

5174 4830 10007 S 136m 14.9 0 0.1 {d.process.media} android.process.

5009 4830 10016 S 136m 14.9 0 0.0 {ndroid.musicvis} com.android.musi

5010 4830 10038 S 134m 14.7 0 0.0 {putmethod.latin} com.android.inpu

6666 6470 10038 S 134m 14.7 0 0.0 {putmethod.latin} com.android.inpu

5261 4830 10003 S 134m 14.7 0 0.0 {.cooliris.media} com.cooliris.med

4991 4830 1000 S 133m 14.5 0 0.1 {ndroid.systemui} com.android.syst

6817 6470 10007 S 132m 14.5 0 0.0 {d.process.media} android.process.

6652 6470 1000 S 132m 14.4 0 0.3 {ndroid.systemui} com.android.syst

6741 6470 1000 S 131m 14.4 0 0.0 {ndroid.settings} com.android.sett

6910 6470 10003 S 130m 14.2 0 0.0 {.cooliris.media} com.cooliris.med

5249 4830 10044 S 130m 14.2 0 0.0 {m.android.email} com.android.emai

• Ñòàòèñòèêà /proc/meminfo:

MemTotal: 930972 kB

MemFree: 428012 kB

Buffers: 16200 kB

Cached: 209204 kB

SwapCached: 0 kB

Active: 231056 kB

Inactive: 186348 kB

Active(anon): 192116 kB

Inactive(anon): 712 kB

Active(file): 38940 kB

Inactive(file): 185636 kB

Unevictable: 0 kB

Mlocked: 0 kB

HighTotal: 409600 kB

HighFree: 12116 kB

LowTotal: 521372 kB

LowFree: 415896 kB

SwapTotal: 0 kB

SwapFree: 0 kB

Dirty: 0 kB

Writeback: 0 kB

AnonPages: 192064 kB

Mapped: 83972 kB

Shmem: 812 kB

Slab: 25956 kB

SReclaimable: 14652 kB

SUnreclaim: 11304 kB

KernelStack: 5144 kB

PageTables: 16524 kB

NFS_Unstable: 0 kB

Bounce: 0 kB

WritebackTmp: 0 kB

CommitLimit: 465484 kB

Committed_AS: 2881380 kB

VmallocTotal: 139264 kB

VmallocUsed: 73776 kB

VmallocChunk: 51972 kB
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4.4 Àíàëèç ðåçóëüòàòîâ èçìåðåíèé

Èç ïðèâåäåííûõ â ïðåäûäóùåì ðàçäåëå èçìåðåíèé ìîæíî ñäåëàòü ñëåäóþùèå âûâîäû:

• Îáúåì ïàìÿòè, çàíèìàåìîé ñåðâèñíûìè ïðîãðàììàìè � 50 Ìá, ïðè÷åì ïàíåëü óïðàâëåíèÿ è âñïî-

ìîãàòåëüíûé êîíòåéíåð ïîòðåáëÿþò ïðèìåðíî îäèíàêîâûé îáúåì ïàìÿòè.

• Îäèí êîíòåéíåð ïîñëå èíèöèàëèçàöèè ïîëüçîâàòåëüñêîãî îêðóæåíèÿ (CyanogenMod 7) ïîòðåáëÿåò

ïðèìåðíî 210 Ìá, ïðè÷åì íàèáîëüøåå êîëè÷åñòâî ïàìÿòè ïîòðåáëÿåò ïðîöåññ system_server (200 Ìá),

â êîíòåêñòå êîòîðîãî ðàáîòàþò âñå íàòèâíûå ñëóæáû Android'à. Ðåçóëüòàò àíàëèçà ïàìÿòè ýòîãî

ïðîöåññà ïðèâåäåí â òàáëèöå

Ïàðàìåòð Ðàçìåð

èñïîëíÿåìûé êîä 23 Ìá

ñåêöèè äàííûõ 1 Ìá

àíîíèìíûå îòîáðàæåíèÿ, äîñòóïíûå äëÿ ÷òåíèÿ è çàïèñè 62 Ìá

ïðî÷èå àíîíèìíûå îòîáðàæåíèÿ 212 Êá

ïðî÷èå îòîáðàæåíèÿ 116 Ìá

Àíàëèç ïàìÿòè, çàíÿòîé ïðî÷èìè îòîáðàæåíèÿìè, ïðèâåäåí â ñëåäóþùåé òàáëèöå:

Ïàðàìåòð Ðàçìåð

îòîáðàæåííûå jar-ôàéëû 16 Ìá

ïàìÿòü óñòðîéñòâ 95 Ìá

â ò. ÷. ashmem 80 Ìá

Îòîáðàæåíèÿ ashmem, ðàçìåðû êîòîðûõ ïðåâîñõîäèò 1 Ìá:

Ôàéë Ðàçìåð

/dev/ashmem/dalvik-heap (deleted) 56 Ìá

/dev/ashmem/dalvik-heap (deleted) 7 Ìá

/dev/ashmem/dalvik-LinearAlloc (deleted) 2 Ìá

/dev/ashmem/dalvik-LinearAlloc (deleted) 2 Ìá

Òàêèì îáðàçîì, íàèáîëüøåå êîëè÷åñòâî ïàìÿòè â Android'å ðåçåðâèðóåòñÿ ïîä êó÷ó âèðòóàëüíîé

ìàøèíû (56 Ìá) è ïîä, ïðåäïîëîæèòåëüíî, íàòèâíóþ êó÷ó (62 Ìá).

• Òåõíè÷åñêè íà ñìàðòôîíå Samsung Galaxy S II ìîæíî çàïóñòèòü äî ÷åòûðåõ êîíòåéíåðîâ. Îäíà-

êî íà ñìàðòôîíàõ, íà êîòîðûõ óñòàíîâëåíî ìåíüøå 512 Ìá ÎÇÓ (â ÷àñòíîñòè, Google Nexus S),

íåâîçìîæåí çàïóñê áîëåå îäíîãî êîíòåéíåðà áåç àêòèâàöèè swap'à.
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5 Çàêëþ÷åíèå

5.1 Âûâîäû

Â íàñòîÿùåå âðåìÿ â ðàìêàõ ïðîåêòà AndroidVM ïîëó÷åí ðàáî÷èé ïðîòîòèï ðåøåíèÿ äëÿ âèðòóàëèçàöèè

ïîëüçîâàòåëüñêîãî îêðóæåíèÿ Android, ïîçâîëÿþùåãî çàïóñêàòü íåñêîëüêî ïîëüçîâàòåëüñêèõ îêðóæåíèé

íà îäíîì óñòðîéñòâå è ðåàëèçóþùåå îäíîâðåìåííûé äîñòóï èç ðàçíûõ êîíòåéíåðîâ ê óñòðîéñòâàì ââîäà

è òåëåôîíèè.

5.2 Íåäîñòàòêè è íàïðàâëåíèå äàëüíåéøèõ ðàáîò

Òåêóùåå ðåøåíèå èìååò ñëåäóþùèå íåäîñòàòêè:

• Ðåøåíèå íå ïîçâîëÿåò çàäàâàòü ñïèñîê óñòðîéñòâ, äîñòóïíûõ êîíòåéíåðó. Ýòà âîçìîæíîñòü óæå

çàëîæåíà â ÔÑ cgroup. Äîðàáîòêà ïàíåëè óïðàâëåíèÿ êîíòåéíåðàìè ïîçâîëèò ïîëó÷èòü óäîáíûé

èíòåðôåéñ äëÿ çàäàíèÿ ñïèñêà äîñòóïíûõ óñòðîéñòâ.

• Ðåøåíèå íå ïîçâîëÿåò äèíàìè÷åñêè îãðàíè÷èâàòü äîñòóï ê ñåðâèñàì òåëåôîíèè, ïðåäîñòàâëÿåìûì

ïðîïðèåòàðíîé ðåàëèçàöèåé RIL. Äëÿ ïðåîäîëåíèÿ ýòîãî íåäîñòàòêà ïîòðåáóåòñÿ ñåðüåçíî äîðàáîòàòü

ïðîêñè-ñåðâåð RIL, â ÷àñòíîñòè, íåîáõîäèìî:

� ðàñøèðèòü âíóòðåííå ïðåäñòàâëåíèå êëèåíòà RIL òàê, ÷òîáû â íåì ìîæíî áûëî õðàíèòü ïîëè-

òèêè äîñòóïà ê îïðåäåëåííûì ãðóïïàì ôóíêöèé èíòåðôåéñà RIL;

� ðàçðàáîòàòü ïðîòîêîë óïðàâëåíèÿ ýòèìè ïîëèòèêàìè;

� ðàçðàáîòàòü ãðàôè÷åñêèé èíòåðôåéñ äëÿ äîñòóïà ê ýòîìó ïðîòîêîëó.

• Ïðîöåññ â êîíòåéíåðå ìîæåò âûçâàòü ïåðåçàãðóçêó ñèñòåìû èç-çà òîãî, ÷òî îí èìååò ïîëíîìî-

÷èå CAP_SYS_BOOT. Ïîýòîìó ñèñòåìíûé âûçîâ sys_reboot, ñäåëàííûé èç êîíòåéíåðà, äîëæåí ïðèâî-

äèòü ê óíè÷òîæåíèþ ïåðâîãî ïðîöåññà â ýòîì êîíòåéíåðå, à íå ê ïåðåçàãðóçêå âñåé ñèñòåìû.

• Íå ðåàëèçîâàíà èíèöèàëèçàöèÿ ïîäêëþ÷åíèÿ ê ìîáèëüíîé ñåòè ïåðåäà÷è äàííûõ ÷åðåç èíòåðôåéñ RIL

� â íàñòîÿùèé ìîìåíò íà âñå òàêèå çàïðîñû ïðîêñè-ñåðâåð RIL âîçâðàùàåò îøèáêó.

• Íå âûÿñíåíà ïðè÷èíà êðèòè÷åñêîé îøèáêè â ÿäðå ïðè îñòàíîâêå êîíòåéíåðà � ýòà ïðîáëåìà íå

âîñïðîèçâîäèòñÿ íà Android-ýìóëÿòîðå, à çàïèñè îá îøèáêå íå óäàëîñü ïðî÷èòàòü èç ëîãà ÿäðà �

ñåòåâàÿ ïîäñèñòåìà, ïî-âèäèìîìó, îòêàçûâàåò ðàíüøå, ÷åì ÿäðî ïåðåçàãðóæàåò ìàøèíó22.

• Íå íàéäåíî óäîâëåòâîðèòåëüíîå ðåøåíèå ïðîáëåìû ñ íåõâàòêîé ïàìÿòè íà ñìàðòôîíå Google Nexus S:

� Óäàëîñü çàäåéñòâîâàòü swap-ôàéë, íî îí ðàçìåùåí íà ðàçäåëå, ê êîòîðîìó èìåþò äîñòóï ïîëüçî-

âàòåëüñêèå êîíòåéíåðû � ïåðåðàçìåòèòü âíóòðåííþþ MMC-êàðòó ñìàðòôîíà íå óäàëîñü èç-çà

òîãî, ÷òî çàãðóç÷èê âòîðîé ñòóïåíè23 âîññòàíàâëèâàåò òàáëèöó ðàçäåëîâ íà íàêîïèòåëå; íàéòè

äåëàþùèé ýòî êîä â çàãðóç÷èêå íå óäàëîñü.

� Íå óäàëîñü çàäåéñòâîâàòü äåìîí ñëèÿíèÿ ñòðàíèö â ÿäðå Linux äëÿ óìåíüøåíèÿ ïîòðåáëåíèÿ

ïàìÿòè � åìó íåîáõîäèìî óêàçûâàòü îáëàñòè, êîòîðûå ñëåäóåò ñêàíèðîâàòü â ïîèñêàõ ñòðàíèö

äëÿ ñëèÿíèÿ, íî ýòó èíôîðìàöèþ åìó íèêòî íå ìîæåò ïðåäîñòàâèòü, ïîñêîëüêó ñèñòåìíûå

áèáëèîòåêè ðàçíûõ Android-êîíòåéíåðîâ ðàñïîëîæåíû â ðàçíûõ ÷àñòÿõ ôàéëîâîé ñèñòåìû.

Ðåøåíèåì ìîæåò ñëóæèòü èñïîëüçîâàíèå åäèíîãî êàòàëîãà ñ áèáëèîòåêàìè è ñèñòåìíûìè ïðî-

ãðàììàìè äëÿ âñåõ ïîëüçîâàòåëüñêèõ êîíòåéíåðîâ. Ýòî ïîçâîëèò ñýêîíîìèòü êàê ìèíèìóì

23 Ìá îïåðàòèâíîé ïàìÿòè.

• Íå ðåøåíà ïðîáëåìà ñ íàñòðîéêîé WiFi â êîðíåâîì ïîëüçîâàòåëüñêîì îêðóæåíèè: ïîêà äàæå íå

óäàåòñÿ âðó÷íóþ çàãðóçèòü äðàéâåð WiFi-àäàïòåðà â ÿäðî24

22http://osll.spb.ru/issues/3212
23SBL � second boot loader
24http://osll.spb.ru/issues/2938

45



• Íå ñìîòðÿ íà òî ÷òî SD-êàðòà ïðèìîíòèðîâàíà â êîíòåéíåðå è, íàïðèìåð, ôàéëîâûé ìåíåäæåð åå

èñïîëüçóåò, íåêîòîðûå äðóãèå ïðèëîæåíèÿ ñîîáùàþò î åå îòñóòñòâèè.

• Íå âèðòóàëèçèðîâàíà ïîäñèñòåìà Bluetooth.

• Íåîáõîäèìî âûðàáîòàòü ïîëèòèêó äîñòóïà ê ÷àñàì ðåàëüíîãî âðåìåíè ÷åðåç äðàéâåð Alarm. Â äàí-

íûé ìîìåíò êîíòåéíåðû ìîãóò óñòàíàâëèâàòü âðåìÿ ãëîáàëüíî äëÿ âñåé ñèñòåìû.
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