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TokeH

e EomHuMua ueHHOCTU co3paHHas opraHn3aumen ons
B3aMOOENCTBUSA C KNMeHTaMu

e [MpaBuna obpalleHnss PerynmpyroTca CMapT-KOHTPaKTOM



CaunTtbl C TOKeHamMu

e https://etherscan.io/tokens

e https://ethplorer.io/top

e BaXXHO pasnunyaTtb

* VMIHdbopmaumsa ns yenHa (06bLekTBHASA)
banTbl B storage cMapT-KOHTpakKTa
Hanpumep: KoNmyecTBO TOKEHOB, KPYNHble COBCTBEHHUNKIN, OOBLEM
cOenoK

e lIHpopmMauna ns gpyrnx KOHTPaKTOB
Hanpumep: pbIHOYHAA CTOMMOCTb, Kanutannsaunsd


https://etherscan.io/tokens
https://ethplorer.io/top

OKOHOMUMKA TOKEHOB

e [IpaBunna obpalleHnss TOKEHOB perynupyeT Bnagenew
TOKeHa

 ToKeHamMu ynpasngatoT Ntoau

e ToKeHbl (CMapT-KOHTPaKTbl) MOIYT MHTEMPMPOBATLCS B
Opyrme cMapT-KOHTPAaKTbI



NHTerpauma TOKeHOB

ObMeH OHNX TOKEHOB Ha OpYrne TOKEHbI
ObmeH TokeHoB Ha Ether

[1naTexxn TokeHaMn B CMapT-KOHTPAaKTbI

Hy>xeH cTaHOapT
ERC = Ethereum Request for Comments
EIP = Ethereum Improvement Proposal



ERC20



ERC20

MuHManbHbIN KOHTPAKT A1 y4eTa TOKEHOB
[0MNyCKaoLLnin B3aMMOAENCTBME C APYrMMUN KOHTPaKTamMmu

He ctaHgapT, a convention

https://qgithub.com/ethereum/EIPs/blob/master/EIPS/
eip-20.md

https://github.com/ethereum/eips/issues/20

https://www.reddit.com/r/ethereum/comments/3n8fkn/
lets talk about the coin standard/



https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-20.md
https://github.com/ethereum/eips/issues/20
https://www.reddit.com/r/ethereum/comments/3n8fkn/lets_talk_about_the_coin_standard/
https://www.reddit.com/r/ethereum/comments/3n8fkn/lets_talk_about_the_coin_standard/

MeToObl

returns constant mandatory
name() string name yes no
 ambop | swngemsa |y | _
""""""" womas) | wescecmss |y | o
totalSupply() uint256 totalSupply yes yes
"""" DOl | ey oy




MeToObl NnepeBoOa

returns constant mandatory

transfer( : ;
address to, bool success no yes
uint256 value) : ’

transferFrom(
address from,
address to,
uint256 value)

approve( : :
address spendetr, bool success no yes
uint256 value) ’ ’

................................................................................................................................................................................................................

allowance( E 5
address owner, uint256 remaining : yes yes
address spender) : ’

bool success | no yes




3ayem transferFrom?

WUHuumnatop CnucaHue MonyyeHune O6bem

transfer msg.sender msg.sender address to Euint256 value

..................................................................................................................................................................................................................

transferFrom msg.sender address from address to uint256 value




O6paboTka oLunboK

:HepoctatouHo! Het npas

cpeacts | (allowance)
transfer throw _
transferFrom throw throw

e assert unn require?
B 3aBMCUMOCTIW OT peannsauynu

* €C/IN cpeacTBa He nepeseneHbl Bo3Bpallaetcs false
N Ball Ko, OO/MKEH YMETb C 3TUM paboTaTtb



Events

Transfer Approval

event Transfer(

transfer ,
______________________________________________________________________ address indexed fom, +
address indexed to,
transferFrom uint256 value)

.................................................................................................................................................................................................................

E event Approval(
approve address _spender,
5 uint256 _value)

event Transfer(
amuccusa (Metof He 0xO0,
crneundnumnpoBaH) address indexed to,
uint256 value)




Security alert!



Explained

PasHoBmngHocTb Frontrunning attack

HavanbHble ycnosus
allowance(OxOWNER, OxSPENDER) = x, x > 0

OxOWNER xo4eT nameHnTb X Ha y (y > 0) 1 BbI3bIBAET METOL
approve(OxSPENDER, y)

ATaka

OxSPENDER oTtnpasnsieT Tpan3akuuto transferFrom(OxOWNER,
OxSPENDER, x) c BbICOKUM gas price, 4To Obl MaHEPbI BKJIIOYNIN €€ B
6nok paHbLue approve ot OxOWNER.

B pesynetate OXSPENDER nony4yaeTt x TOKEHOB 1 BO3MOXXHOCTb
yrpaBnsTh elle y TOKeHaMI.



Solution

e MeTtonabl increaseAllowance / decreaseAllowance —
n3meHatoT allowance, He 3agaBas PUKCMpoBaHHoOE
3Ha4YeHne

* Bcerpa penatb approve(..., 0) nepen N3aMeHeHne
approve MOXXET BO3BpaLlaTh false ecnv npegbiaywnn war He

BbINOJIHEH
YBennumBaeT KOMYEeCTBO TpaH3aKLUMi: JONro 1 Joporo

e ERC20 WnpoKO UCNOJIb3YETCHA, NMO3TOMY OTKa3aTbCs OT
approve Henb3da n3-3a 0bpaTHOM COBMECTUMOCTU (



Design issues



[loTepsAHHbIE TOKEHbI

Henb3a oTka3aTbCs OT Nnepesoga TOKEHOB

MO>XHO NepeBeCTU TOKEHbI HA CYET CMAPT-KOHTPAaKTa
KOTOPbIN HE YMEET UMW YrNpaBiATb

PacnpocTpaHeHHbIN KENC: NeEpPeBO TOKEHOB Ha CYET
BnpXXN



[lepeBon TokeHoB ERC-20
HU K YemMy He BedeT

e [lepeBoa TOKEHOB — 1 TpaH3aKkuug

e llcnonb3oBaHne TOKEHOB — 2 TpaH3aKLuuu
(cHa4ana approve)



-ERC-20

ERC-23 / ERC-223 token fallback
ERC-621 nameHenmne totalSupply

ERC-721 yyeT HeB3anMO3aMEHSAEMbIX LLEHHOCTEN

ERC-827 ...andCall doyHKUMN




ERC-23/223

e https://github.com/aragon/ERC23

e https://qgithub.com/ethereum/EIPs/issues/223

e ERC223 is ERC20


https://github.com/aragon/ERC23
https://github.com/ethereum/EIPs/issues/223

token fallback

function transfer
(@ddress _to, uint _value, bytes _data)
returns (bool)

Mo>XKHO oTnpaBnAaATb COOOLLUEHNA BMECTE C TOKEHaAMI

Ecnun to cMapT-KOHTPaKT
TO BHYTPW transfer pon>kHa Bbl3bIiBaTb (DYHKLMIO
tokenFallback(address, uint256, bytes)

Ecnu tokenFallback He Bo3BpallaeT true, TO OTKaTbIBAeM
TpaH3aKLuo



ERC-621

https://qgithub.com/ethereum/EIPs/pull/621

increaseSupply(uint value, address to)
decreaseSupply(uint value, address from)

Cenyac ncnonbayrotca emit/burn 6e30 BCSIKOro
cTaHpapTa


https://github.com/ethereum/EIPs/pull/621

ERC-721

https://qgithub.com/ethereum/EIPs/blob/master/EIPS/
eip-/21.md

https://github.com/ethereum/EIPs/pull/841

Y TOKEHOB €CTb OEHTNMUKATOPSI

safeTransfer meToabl C NoATBEPXKAEHNEM


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-721.md
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-721.md

ERC-827

https://github.com/ethereum/EIPs/issues/827

function transferAndCall(
address _to, uint256 _value, bytes _data
) public payable returns (bool)

BHyTpw require(_to.call(_data));
AHanorun4dHo: transferFromAndCall, approveAndCall

to # this


https://github.com/ethereum/EIPs/issues/827

Ether Token

e 1 TOKEH =1 Ether
* deposit payable: Ha4UMCNSET TOKEHbI B 06beMe msg.value

* withdraw: cXXUraeT TOKeHbI 1 BO3BpaLlaeT adpup




